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As part of this guide, you will:

•	 identify why Cyber Security is important,

•	 describe the role of a system administrator,

•	 define a firewall and demonstrate how to alter the settings in Windows and Ubuntu,

•	 describe what makes a good password,

•	 demonstrate how to change a user’s password in Windows and Ubuntu,

•	 demonstrate how to edit the password policy within the settings of Windows and 
Ubuntu for all users

•	 demonstrate how to add and remove programs in Windows and Ubuntu,

•	 define the importance of system updates and demonstrate how to update and 

enforce automatic updates,

•	 describe what an anti-virus is and how to enable it in Windows and Ubuntu.



What is Cyber 
Security and why  
is it important?

Most people today have 
a device they rely on to 
socialise, communicate, 
complete work for business 
and school as well as 
playing games, shopping, general information searching and 
booking holidays. The list is always growing and new ways to 
interact online and use technology will always be a developing 
industry.

Technology has gone from standalone devices to globally connected 
devices through the internet to the internet of things (IoT).

Standalone devices are not connected to anything else.

The internet is a global network of connected devices. With all 
this technology and people using it, there comes risks. Everybody 
uses personal information on devices and online to help utilise it 
for a specific function. Cyber Security is about protecting this.

World 
Population

Connected 
Devices

Connected 
Devices  
Per Person

More connected devices than people

6.3 Billion

500 Million

0.8

2003

6.8 Billion

12.5 Billion

1.84

2010

7.2 Billion

25 Billion

3.47

2015

7.6 Billion

50 Billion

6.58

2020

Cyber Security is about protecting the devices we use and the 
services we access from cybercrime.
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What is Cybercrime?

Cybercrime is a major threat to anyone using the internet and 
millions of people have already had their information stolen and 
may not know about it.

IBM president and CEO Ginni Rometty in 2015 described 
cybercrime as “the greatest threat to every profession, every 
industry, every company in the world.” https://www.ibm.com/
blogs/nordic-msp/ibms-ceo-on-hackers-cyber-crime-is-the-
greatest-threat-to-every-company-in-the-world/ 

Cybercrime is defined as any illegal act that involves the use of a 
computing device, either as the object of the crime or the tool in 
the crime.

There are three main categories relating to cybercrime as they 
relate to property, individuals, and government. This is a growing 
criminal industry as new ways to damage, exploit and steal through 
technology emerge.

Some examples of cybercrime include:

For more details on types of cybercrimes click here.

1.	 Viruses

2.	 Malware

3.	 DoS Attacks

4.	 Phishing

5.	 Cyberstalking

6.	 Identity theft

7.	 Botnets

8.	 Social Engineering

9.	 PUPs

10.	Prohibited/illegal content

11.	Online scams

12.	Exploit Kits

Cyber Security facts:

•	 The estimated global cost of cybercrime will be $6 trillion 
by 2021.

•	 48% of data security breaches are as a result of malicious 
intent.

•	 Ransomware costs in 2019 were estimated to have been 
around $11.5 billion.Cyber Security fact In 2020 the average number of devices per 

household was 10. With the development of IoT the number 
of connected devices globally in 2021 will be 46 billion.
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What to do to help against cybercrime

It is important that everyone knows about how to be safe and 
stay safe against potential cybercrimes. Things to consider 
include:

•	 When visiting any website, be vigilant about what information 
it is asking you for, what needs to be filled in, what cookies 
they want to apply etc

•	 Ensure that suspicious emails are flagged and reported, not 
just deleted as this helps inform cybercrime departments/
companies on current potential threats.

•	 Never click a link that you do not recognise or looks wrong 
either on a website or within an email or advert.

•	 Use a Virtual private network (VPN) wherever possible. A VPN 
extends a private network over a public one and ensures all 
data shared is the same as sharing on a private network.

•	 Ensure you have anti-virus software installed on all devices 
and updated.

•	 Ensure passwords are strong.

Cyber Security facts: 
https://www.ibm.com/uk-en/security/data-breach - IBM 
report on how much a data breach costs.

Key findings:

•	 2021 had the highest average cost in 17 years 

	 Data breach costs rose from USD 3.86 million to USD 	
	 4.24 million, the highest average total cost in the 17-	
	 year history of this report

•	 Remote work due to COVID-19 increased cost 

	 The average cost was USD 1.07 million higher in breaches 	
	 where remote work was a factor in causing the breach, 	
	 compared to those where remote work 	was not a factor.

•	 Compromised credentials caused the most breaches 

	 The most common initial attack vector, compromised 	
	 credentials, was responsible for 20% of breaches at an 	
	 average breach cost of USD 4.37 million.

We will look at some of these in more detail within the next 
section of this guide.
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What is a System Administrator?

The main aspects of the system administrator are:

•	 System upkeep

•	 System configuration

•	 Ensuring system operation continues for all users and the 
server.

User Accounts

One of the main aspects of the system administrator’s role is to 
maintain user accounts and the permissions they have within 
the network. You can view your systems user accounts in the 
following ways:

Windows

1.	 Using the search icon on the bottom left of the screen, type in 
Computer Management and select it, when located.
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2.	 Select on the left-hand side Local Users and Groups. 
There are two folders within this dropdown: Users and 
Groups.

3.	 Users = These are the user accounts and the settings for that 
user. 
You can double click on a user to see additional information 
regarding password permissions set and the groups that the 
user is a member of.
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•	 This user is within the groups 

•	 Administrators – have complete and unrestricted access  
to the computer/domain

•	 Users – are prevented from making accidental or intentional 
system-wide changes and can run most applications

•	 They can change their own password, the password set never 
expires and the account is enabled.

There are lots of different groups set on a device and these can 
be local groups if they are set on a personal device. You can 
also preview all the groups set on the device by using Command 
Prompt.

•	 Open Command Prompt by searching for it and open as a 
program.

•	 Enter the command net localgroup and press enter to see 
the list of possible groups 

•	 You can check this against Computer Management and see 
the same groups as well as a brief outline of what they have 
permission to do.

9CyberCenturion | Educate, Challenge, Inspire Basics of Cybersecurity



•	 Within Command Prompt you can see what groups your account 
belongs to by typing in whoami /groups and press enter.

Ubuntu

Using the command prompt type in the command groups and 
press enter. The list of the groups you as the logged in user have 
access to are then listed.

To look at the groups another user has set you can use the 
command groups username for example 

groups guest

You can also see all the users set on a device by using the 
command 

compgen -u

Cyber Security facts: 
If a user has access to specific groups, they may be able to edit 
or delete other users and cause a security issue. It is important 
to ensure users have the correct permissions.
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Cyber Security Tools

Firewall

A firewall is essential to a networks 
security as it monitors and controls 
the incoming and outgoing network 
traffic. The decisions are made based 
on the rules set within the firewall settings and these settings act 
as the barrier from your device within a trusted network to a wider 
untrusted network like the internet.

Windows Firewall

The default firewall on Microsoft is Microsoft Defender Firewall. 
Let’s look at how to turn it on and off.

Following the steps below to open or type in firewall in the 
search programs option:

Start -> Settings -> Update & Security -> Windows Security -> 
Firewall & Network Protection

•	 Select the network profile

•	 Under Microsoft Defender Firewall, you will see an 
option to edit the setting to on or off.

•	 If you cannot see the option to turn on or off, you may not 
have permission as a user to edit this setting.

•	 If you use software like Avast as a free downloadable 
antivirus that has a firewall built in, you will likely have 
Microsoft Defender Firewall switched off. You instead need 
to look at the settings within the anti-virus package.
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Cyber-Security Fact: 
Turning off a firewall leaves your computing device vulnerable 
to unauthorised attacks, this is the case for any device that is 
connected to a large open network like the internet. 

Cyber Security fact: 
Remember that changing settings is allowing packets of data 
to enter the device and you need to be sure that this is a safe 
and secure application that will not cause harm to your device. 

Windows: How to alter the firewall settings

There may be a time that you want to allow a certain piece of 
software to run on a machine that the firewall is blocking. To add  
a new rule or exception to the firewall:

•	 Type Firewall into the search programs area and this will 
open the Firewall & Network Protection area.

•	 Select the Allow an APP through the firewall.

•	 You will be presented with a long list of programs that are 
available to allow or disallow. 

•	 You can select a software to be allowed and select if this is 
allowed for private or public connections.
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In the program search option type in Windows Defender 
Firewall, you will open the settings showing the status of the 
firewall.

You can access and customise the settings here to turn on and off 
the firewall as well as receive notifications and block all incoming 
connections.

Move back to the Windows 
Defender Firewall settings and 
on the left-hand side select 
Advanced settings to see 
initially the same information 
about the firewall status but it 
also allows access to the rules set 
up within the firewall. 
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On the left-hand side if you select Inbound Rules, you will be 
presented with a long list of rules, the green ticks next to the rule 
highlights the ones that have been enabled.

You can right click on them to select disable rule or enable 
rule to ensure it is no longer allowed or now allowed through the 
firewall.
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Ubuntu Firewall
The default firewall on Ubuntu is UFW (Uncomplicated Firewall). 
Let’s look at how to turn it on and off. You can access the firewall in 
two ways:

Option 1 is through the Graphical Uncomplicated Firewall (GUFW).

•	 If you search the programs for Firewall, you will open the 
GUFW.

•	 There is a toggle next to the heading Status and you can turn 
your firewall on and off.

If you can not locate the GUFW, you may need to install it first, 
open the terminal and add the command line 
sudo apt install gufw
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You will be prompted to add the password and the process will be 
shown on the terminal for installing the software.

Remember using sudo is acting as an administrator so it will ask 
you for your password the first time you access.

To enable the firewall, use the command: 
sudo ufw enable

Option 2 is through the terminal.

Open the terminal and add the following command to check the 
status of the firewall: 
sudo ufw status
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To disable the firewall, use the command: 
sudo ufw disable

Use the command to check the status of the firewall to see it is 
now active. 

Ubuntu: How to alter the firewall settings

In Ubuntu you can edit the settings to open and close specific 
ports within the firewall settings. For a full list of ports please 
click here.

An example would be to open port #80 and #443

•	 Port 80 = HTTP Protocol

•	 Port 443 = HTTPS Protocol

There are two ways to open these ports:

Option 1

sudo ufw allow http 
sudo ufw allow https
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Option 2

sudo ufw allow 80/tcp 
sudo ufw allow 443/tcp

To close the ports, you replace allow with deny
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Passwords

What makes a good password?

A good password is defined as a mixture of upper- and lower-case 
letters, numbers, and symbols. It also needs to be not easy to guess 
and preferably over 8 characters long.

For example, if you are trying to guess the password of a user. The 
first passwords you may try are combinations of children’s names 
and their birthdates or the user’s birthdate. 

Look at this link to see how a system algorithm is used to 
determine if a password is strong enough. 

Windows - Reset a user’s password

Type in Computer Management in the program search area and on 
the left-hand side open the following dropdown menus:

•	 Local users and groups

•	 Users

Right click on a user and select Set password and you will see the 
below pop up to check you are sure you want to set a password for 
a user. Click Proceed and follow the steps to set a password.
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Windows – enforcing and editing a password policy

Type in Local Group Policy Editor in the program search area 
and on the left-hand side open the following dropdown menus:

•	 Windows Settings

•	 Security Settings

•	 Account Policies

•	 Password Policy

Double click on any of the rows to access and edit the settings for 
enforcing and editing the password policy for the users.

For example – on the example above, the password minimum 
length is not set and could be edited to a minimum of 8 characters 
to ensure a stronger password is used. Can you see any other 
settings that could be changed to ensure a strong password is 
added?
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Ubuntu - Reset a user’s password

Open the settings application and locate users on the left-hand 
options to view the current users available within the system.

You will be able to do the following within this area:

•	 Change the user’s password

•	 Remove the user

•	 Add a new user

•	 View a user’s account activity log – when they have logged  
in to the system

•	 Set a user to automatically login without a password

** More details on adding and removing users can be found in  
the Windows & Ubuntu Advanced Cyber Security resources.

Double click on any of the rows to access and edit the settings  
for enforcing and editing the password policy for the users.
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Ubuntu - Enforcing and editing a password policy

The first task is to ensure you have the correct application to allow 
you to enforce the password policy. To install the application, you 
need to open the terminal and use the command line:

sudo apt install libpam-pwquality

Once installed you need to create a backup of the password quality 
file and add the following command line in the terminal:

sudo cp /etc/pam.d/common-password /etc/pam.d/
common-password.backup

You can now access and edit the password enforcement policy by 
typing the folowing command to see the current settings:

sudo nano /etc/pam.d/common-password
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Use your arrows to move down the terminal window and locate 
the section of the displayed code with password, requisite and 
the parameters set for the password policy.

You can navigate to the line in question with the arrows and 
directly type into the line any of the following to help strengthen 
the password policy.

Parameter

retry

minlen

difok

lcredit

ucredit

dcredit

ocredit

reject_username

enforce_for_root

Description

No. of consecutive times a user 
can enter an incorrect password.

Minimum length of password

No. of character that can be 
similar to the old password

Min No. of lowercase letters

Min No. of uppercase letters

Min No. of digits

Min No. of symbols

Rejects the password containing 
the username

Also enforce the policy for the 
root user
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After any changes have been made to the password policy, you 
will need to reboot the system to apply them. To do this use the 
command line:

sudo reboot

Cyber Security fact: 
Most common passwords found during research from the NCSC 
(National Cyber Security Centre) with the number of times used 
too, showing the top passwords used and easiest to hack.

Adding & removing a program on Windows & Ubuntu

It is important to add and remove programs safely on which ever 
device or operating system you are using as a program installed 
that you do not know, could contain malicious malware.

Cyber Security fact: 
Derived from ‘malicious software’, malware includes viruses, 
trojans, worms or any code or content that can damage 
computer systems, networks, or devices.  
https://www.ncsc.gov.uk/

Good management of software is essential to keep a device 
safe from malware and ransomware. This can be through 
updating versions of software to ensuring software is safe 
when installing from reputable sources only.
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Windows

Type in Apps and Features in the program search area and you 
can manage how windows installs programs as well as uninstall them.

When you open this area, you will be presented with a long list 
of applications and features that you can edit or uninstall. Always 
check you do not need an application before removing it.

To install a program on Windows you can download an executable 
(.exe) file from a website if you know it is a safe and secure 
location to get it from. Or you can access the Microsoft Store 
to look at a range of applications, both paid for and free, that can 
be added to your device. 

Ubuntu

To view the applications that are installed on the 
device you can click on the Activities icon on 
the dock. 

You will open as default the explore area to see 
possible applications to install. On the top navigation bar select 
installed.

You will then see a list of applications that are installed on the 
device and be able to remove them from this location to by 
clicking the remove button against the application.
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We have looked at installing a program briefly in other areas for 
example installing the GUFW (Graphical Uncomplicated Firewall), 
and the process is similar for all installations.

Open the Terminal and to install a new program to need to work 
as administrator so need to start with sudo.

We want to install Node.js so need to use the command line:

sudo apt-get install nodejs

The main part of the command line to remember is using sudo 
apt and install.
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System Updates

When an operating system is installed on a device, as well as 
applications, it is a version of it that is installed. As new features 
are developed or new fixes put in place to combat vulnerabilities 
or bugs that have been found, the system requires an update to 
allow these changes to be implemented on your device.

The updates that are released are sent from manufacturers or 
developers and will continue to do so until the company decides 
the system is no longer supported. 

For security these updates may also contain security patches 
and new security features. It is essential to have these 
updates on your system to allow your device to continue to be 
safe against new identified threats.

A security patch is developed once a known flaw has been 
identified that could be used in an attack on the system or device. 
Ensuring all new security features are also updated, makes it 
harder for an attack to succeed.

It is important to keep the following up to date:

•	 Operating system 

•	 Web browsers and extensions

•	 Any software or apps you download and install yourself

•	 Anti-virus software

If you do not update your systems, you are open to attack from 
outside the system and place your device at risk.
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How to update Windows

To update Windows, open Settings and then select Update and 
Security.

You will then see the view below of Windows Update. As you can 
see Windows is up to date but there is a feature update available 
that can be downloaded. It is important to check this and ensure 
all updates are actioned.

You may open yours and see a slightly different view, but in both 
cases, you can click the button check for updates and follow 
the guidance for any updates that need to be made.
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Within the Windows Update view, select Advanced Options. 
This will allow you to enforce updates to automatically take place 
as well as automatically restart to install an update and receive 
notifications.

How to update Ubuntu

Launch the Software Updater, this can be done by opening the 
APP drawer and searching for it. 

The software updater will automatically run at this point and 
download any updates.
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Once it has completed the update it will display that all is now up 
to date. You can exit at this point by clicking OK or you can select 
Settings & Livepatch button to view and edit the settings for 
updates.

Within the updates section you can set specific settings for how and 
when updates take place.

You will be prompted for the password and then the updates will 
be displayed and the progress within the terminal.

You can also do this through the terminal with the following 
command line:

sudo apt-get update
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Anti-Virus

What is Anti-Virus Software?
The main purpose of anti-virus software is to identify potential 
threats in the system and prevent, detect, and remove them. 

It is essential that the anti-virus software you use is up to date. The 
software has a database of known viruses/threats to look for, with 
more threats/viruses being developed, the anti-virus software must 
be told about them to be able to protect you from them.

To ensure your system is fully protected from all known threats/
viruses, the anti-virus software needs to be up to date and running 
regular scans of the system to look for, detain and remove them.

Most new anti-virus software automatically runs updates but is 
always something to ensure is set up correctly.

Key points to remember:

1.	 When starting a new device for the first time, run a full scan.

2.	 Ensure the anti-virus software is set to receive updates 
automatically.

3.	 Ensure the anti-virus software is set to scan all new files e.g. 
downloaded files form the internet, USB drives, external drives 
etc.

Cyber Security fact: 
Malicious software - known as malware - is code that can harm 
your computers and laptops, and the data on them. Your devices 
can become infected by inadvertently downloading malware 
that’s in an attachment linked to a dubious email, or hidden 
on a USB drive, or even by simply visiting a dodgy website.

Once it’s on your computer or laptop, malware can steal 
your data, encrypt it so you can’t access it, or even erase it 
completely. For this reason, it’s important that you always use 
antivirus software, and keep it up to date to protect your data 
and devices.

https://www.ncsc.gov.uk/guidance/what-is-an-antivirus-product
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How to enable anti-virus on Windows
Windows has inbuilt anti-virus protection that needs to be 
switched on and updated to ensure protection for the device. 
There are other packages that a user can download and use  
as virus protection, but Windows Security is the default.

To view the status of your anti-virus on Windows you need to 
open the Settings, select Update & Security, select Windows 
Security.

Select Open Windows Security to view actions required.

You will be able to see the status of the anti-virus software for 
security, this is what a protected system looks like, green ticks 
against each section.
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If a system has actions to update or turn on elements, it will have  
a hazard symbol; a yellow triangle with an exclamation mark in 
the middle. It will also give advice of what needs to be done to 
rectify the issue or update.

Double click on the Virus and threat protection section, this 
allows you to run a scan, manage settings and check for updates.

33CyberCenturion | Educate, Challenge, Inspire Basics of Cybersecurity



How to enable anti-virus on Ubuntu
Whereas Windows operating system has a built-in anti-virus 
software to help secure the device from the start, Ubuntu does not. 
Linux based devices are less likely to need anti-virus software as 
viruses are rare, they are not written to attack them.  

However, if you are transferring files from Windows to Linux, or 
vice versa, you will need a software to scan for viruses. 

A popular open-source anti-virus software is ClamAV. Open the 
terminal and enter the command line:

sudo apt-get install clamav clamav-daemon

The installation will ask for a Y/N answer regarding disk space being 
used, type Y and press enter.

To install the graphical user interface for ClamAV use the following 
command line:

sudo apt install clamtk
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You can now locate Clamtk in the APP Drawer, open the software 
and you can now check for updates and that they are happening 
automatically, run a scan and view the analysis.

Within the terminal you can update the virus database by using 
the command line:

sudo freshclam
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To run a scan on the home directory you can use the command line: 

sudo clamscan -r /home

You will see the terminal fill as it runs through all the files and 
directories, leave until the scan has completed and you are 
presented with a scan summary. The scan summary will outline 
the number of files and directories scanned and any infected files.
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