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As part of this guide, you will:

• demonstrate how to display groups, add, and remove 
groups and add/remove a user to a group

• demonstrate how to enable and disable automatic login

• define what the root account is and how to disable the 
root account

• identify the permissions that can be set on files/folders 
and how to edit these permissions

• define what the SSH is and how to enable and disable  
the SSH

• define the purpose of auditing and how to install and use 
Lynis as an auditing tool

• demonstrate how to install and use Webmin
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Groups

The purpose of groups is to allow permissions to be set across 
files and folders in a simpler way than going into each user and 
setting the permissions individually.

Displaying groups

To find out what groups a user is part of they would need to use 
the command:

groups

To view all groups that are set up on Ubuntu use the command:

compgen -g
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To view all the groups with the group name, password, ID, and 
users, you use the command:

cat /etc/group

This file will display the group name, the password, group ID and 
list of users

If you look at the group adm, let’s look at what the row tells us 
about the group.

adm:x:4:syslog,pj

• The group name is adm

• The password is labelled as x

• The group ID is 4

• The users are syslog and pj
For security reasons the placeholder x is placed where the 
password should be, and this has been moved to another file.

You will notice that the first returned group is called root, every 
system will have this group and it will always hold position 0.
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To view the users who have access to a group use the command:

getent group adm

Replace adm with the group name you are looking at.

Adding a group

To add a group, you use the command groupadd and in this 
instance use the admin level command too.

sudo groupadd teamLeader

The group name is inserted after the command groupadd and can 
be any name you want (without spaces).

The same as every time you use the sudo command, you will be 
required to enter your password to complete the required steps.

If you now use the command groupmod you will be able to view 
and edit the specifics around the group set up.

groupmod

Cyber-Security Fact: 
Changing any settings should be considered fully to ensure 
you are changing the correct settings and for the correct 
reasons. Settings are there to protect the system from users 
making mistakes and/or editing systems further.
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If you now use the command cat /etc/group or compgen -g 
you will see the group now added to the list of groups in the list.

We can see the set up for the group now as:

• The group name is teamLeader

• The password is labelled as x

• The group ID is 1001

• There are no users in the group yet

Adding a user to/from a group

To add a user to the group we need to use the command

usermod

To add a user to the group you use the command line:

sudo useradd -a -G teamLeader pj

teamLeader is the name of the group and after the group you add 
the username.
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The same as every time you use the sudo command, you will be 
required to enter your password to complete the required steps.

To view the user pj and the groups they are assigned to, as 
well as check if the group teamLeader has been added, use the 
command line:

groups pj

Let’s also check the set up of the group and the user assigned using 
the command:

cat /etc/group

You can see that at the bottom of the list of groups we have the 
group added teamLeader, but we now have the user pj added 
after the group ID.
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Removing a user from a group

To remove a user from the group you need to use the command:

sudo deluser pj teamLeader

deluser is the command for deleting a user, you follow this 
with the user to remove and then the group that the user needs  
to be removed from.

Removing a group

To remove a group altogether you need to use the command:

sudo groupdel teamLeader

Replace teamLeader with the group name you want to remove.

You can check this has worked by using the command line again 
to see that the user is no longer associated with the group.

cat /etc/group
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It is slightly different this time as you do not get a response 
when you use this command to say that the group has been 
deleted. Best practice would be to check it has been removed 
from the list of groups in the same way as you have in other 
steps using the command:

cat /etc/group

I can see from the response that the last group where it was 
listed previously has now changed and the group teamLeader 
has been removed.

Cyber-Security Fact: 
Remember when adding and removing users from groups 
and creating groups to do so correctly as you are changing 
the settings on the system. User permissions using the sudo 
command should be used correctly and not delete/edit 
system groups without understanding fully.
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Automatic login

There are two ways to look at the automatic login settings. By 
default they are set as disabled for a user so that a password is 
required to enter the system.

Option 1 – Terminal

To open the file containing the configured settings you need to 
use the command:

sudo gedit /etc/gdm3/custom.conf

After you have entered your password, you will see the file open 
and, in this file, we are looking at lines 9, 10 and 11.
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The # hastag at the start of the rows represents a comment in  
the code. This is ignored by the system when looking at the file.  
To enable the automatic login for the system you need to remove 
the hashtag # from rows 10 and 11.

Once you have completed this you need to select the save 
button on the top right of the open file.

To disable automatic login, you would need to add the hashtag 
# back in to show that the lines of code are comments again 
and not actionable.

Option 2 – Users

If you click on Activities in the top left of the screen and then in 
the search box, type users. You will see the settings area to select.
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When you open the settings area, you will be given the login 
information for the user. You will need to unlock to change settings 
by clicking unlock and when prompted, adding your password.

You will then be able to move the toggle to on to allow automatic 
login to enabled for this user.

To disable the automatic login, you would move the toggle to off.
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Default root account

On ubuntu there is a root account that is used and has permission 
to edit/add/delete any files or folders on the system. You have 
already learnt about using sudo and how this gives you access to 
administrative level permissions to perform some actions.

To enable the root account, you need to set a password for the 
root user and use the command:

sudo passwd root

As you cannot see what is being typed, you may make a mistake 
and it is flagged up by telling you that the passwords do not match.

The password must also be a strong one and there is a mechanism 
for testing this and letting you know if the password you entered 
is a bad one.

Once you have added a strong password twice the password has 
been set and it will display that this has been set up successfully.

After you have entered your password for using sudo, you will 
be prompted to add a new password and then to retype the 
password. You will not see anything as you type.
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Cyber-Security Fact: 
It is imperative that the password set for the root account is 
a strong one as this user account will be able to change, add, 
delete anything on the system. Remember, a strong password 
is a mixture of upper and lowercase letters, numbers, and 
symbols, as well as over 8 characters long. The password 
should also be something that can not be guessed easily.

To disable the root account password, you need to set the 
password to expire using the command:

sudo passwd -l root

Cyber-Security Fact: 
Make sure you think…once you are logged in as a root user 
you can delete everything on the system as well as potentially 
damage any files and folders. Unlike Windows where any 
major change is prompted by a ‘are you sure’ type message, 
there is none in Ubuntu, once you use a command it is final.
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Permissions

The permissions are set up on folders and files and you can view 
the files and folders set up on the computer using the command:

ls -l

You can see here that the folders that are set up are the main 
folders such as documents, pictures etc. On the left of each 
row, you can see a series of letters, and these represent the 
permissions set up on the folder/file.

d

d represents a directory

- represents a file

l represents a link

r-x

Read - eXecute

For members of the group 
owning the file

rwx

Read, Write, eXecute

For the owner of the file

r-x

Read - eXecute

For other users
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Let’s create a new file called newFile use the following 
command:

gedit newFile

This will open the file in the text editor where you can create 
your file and save it. I have added some text and saved the file.

This will open the file in the text editor where you can create 
your file and save it. I have added some text and saved the file.
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Now let’s use the same command as before to view all the files 
and folders:

ls -l

You can see that the file is now visible and the default 
permissions that have been placed on the file.

To edit the permissions of the file to add read, write, and 
execute you use the following command:

chmod +rwx newFile
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View the files and folders again to see that the permissions have 
been amended for the new file.

To edit the permissions of the file to remove read, write, and 
execute you use the following command:

chmod -rwx newFile

Notice the plus sign has become a minus.
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Use the same command line as before to now view the new 
permissions on the file as none:

You will see a response stating that there is an application there 
and it was last updated on the 31st of March 2020.

SSH Secure Shell

SSH stands for Secure Shell, and it is a network protocol. It is 
used to operate remote logins and commands on machines over 
local and remote networks. SSH is secure and encrypts data that 
is transmitted over the network.

Enabling and Disabling SSH

SSH should be already installed on your device, and we can check 
that using the following command:

ssh -V
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Like anything, we need to ensure that we have the most up 
to date version to ensure we are using a secure, up-to-date 
application. 

sudo apt-get update

Once your password has been added for using the sudo 
permissions, you will see the system unpack the update and 
install the update on the system.

Now we have updated all the packages we need to install Open 
SSH.

sudo apt-get update
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Now that this has been installed you will find a configuration 
file created in the /etc/ssh folder named sshd_config.

The next step is to check it is now running:

sudo systemctl status sshd 

You will see the active row that shows that this is now running, 
and this means that the SSH is now running as a service on the 
device.
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To enable the SSH to be launched at boot time use the 
command:

sudo systemctl enable ssh 

Once you have entered your password you will see the below 
showing that the SSH has been enabled.

To disable the SSH server you need to use the command:

sudo systemctl stop sshd

Use the check status command to check it has been disabled.

sudo systemctl status sshd 
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Auditing

The aim of auditing settings is to identify attacks that are both 
successful and not, that could be a threat to your device and/or 
network. 

For example, identifying successful and failed logins can help 
identify when a user has accessed their account to identify a 
suspicious login outside of known logins as well as attempts to 
hack into the account logged as failed attempts.

By default, all auditing tools are disabled when first installed and if 
you are considering using these tools, they will need to be enabled.

Lynis is an open-source security tool. It helps with auditing systems 
running UNIX-alike systems (Linux, macOS, BSD), and providing 
guidance for system hardening and compliance testing.

First, we need to install this application to be able to use it, use 
the command line:

apt-get install lynis

The application will be unpacked and when prompted add Y and 
press enter to install the full package.

Let’s look at the commands that can be used, you can ask this 
question using the command:

sudo lynis show commands

Now we can look at using this for an audit of the system by 
using the command:

sudo lynis audit system
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When this runs the system is audited and the process will show 
many lines of information.
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One aspect is that the version that is installed is version 2.6.2. 
You can check the install version by using the command:

sudo lynis show version

The version installed by default is version 2.6.2 and to update you 
need to follow the details on there to download and install any 
updates.
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When you use this command, it generate a lot to look through. 
You can scan the system by groups, to list all possible groups 
use the command:

sudo lynis show groups
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You can then use the following command line to complete an 
audit on a specific folder:

sudo lynis –tests-from-group ssh

An example of the type of output you will see is on the right.
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To view the audit log that is created when running an audit of 
the system, you use the command:

sudo cat /var/log/lynis.log

You can then look through at the different areas in detail. 
There is information in this file that shows what was run in the 
background and can be used to find anomalies to rectify within 
the different groups.

For more information about Lynis click here.
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Webmin
Webmin is an opensource web administration tool that allows 
users to easily monitor and manage servers.

Some of the tasks that you can accomplish with Webmin include:

• Adding and removing users on the system

• Changing users’ passwords.

• Installing, updating, and removing software packages.

• Setting up a firewall.

• Configuring disk quotas to manage the space used by  
other users.

• Creating virtual hosts (If a web server is installed).

Installing Webmin

There are series of steps to follow to install and use Webmin.

Step 1
It is always best practice to ensure you have the most up to date 
version of Ubuntu and run an update followed by the second 
command to install dependencies.

sudo apt update
sudo apt install software-properties-common apt-
transport-https wget
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Step 2
We next need to install the Webmin GPG key and the Webmin 
repository to the system’s software sources. To do this we use the 
command all on one line:

wget -q http://www.webmin.com/jcameron-key.asc -O- | 
sudo apt-key add -

To get the | symbol, it is called the pipe and is located next to the 
left shift key on your keyboard. You need to use shift and | to 
add it.

When you press enter you will receive an OK as a response.
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Next add the following command, again all on one line.

sudo add-apt-repository “deb [arch=amd64]  
http://download.webmin.com/download/repository sarge 
contrib”
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Step 3
We can now install the latest version of Webmin.

sudo apt install webmin

When the installation is complete you will see a similar output to 
the image below, the web address to access your personal Webmin 
dashboard will be in this last section. You then need to open a 
web browser and add this in as a URL. You may be prompted by a 
security message as it is not a standard web address to locate, click 
on advanced and allow the web browser to open the URL.
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You will be prompted with a login screen, and you need to use your 
user login details.

You will then be able to see the dashboard as below, with a range 
of options on the left relating to your server.
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Using Webmin

There are lots of options on the left-hand side of the dashboard

• Webmin

• System

• Servers

• Tools

• Networking

• Hardware

• Cluster

• Unused Modules

• Refresh Modules

Each of these areas have a drop-down menu that can be visible 
when you click on the arrow next to the area name.
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Under System we can change passwords by selecting the user and 
editing the details stored.

Under System we can also view all the users and groups that are 
set up on the system and edit any details here too. There are two 
tabs to move between the users and groups set up.
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When you click on a user you can see the information relating 
to the user and edit any details as well as what groups they are 
linked with.

Under System we can check for software updates and install any 
of the selected updates.
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Under System we can also see the scheduled cron jobs. Cron jobs 
are run periodically at fixed times, date, or intervals.

Under System we can also check the processes that are running 
and use this to see if anything that should not be there or running 
needs to be stopped.
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There are other areas to look at too, you can open the file 
manager under Tools to see all that is stored on the system.

There is a lot under this application, and it is worth looking at 
each area to see how it can be used to help secure your device 
and maintain the functionality of the system further.

Cyber-Security Fact: 
Consider carefully who you give access to this to, any user 
on this application could edit, add, delete anything that is 
essential to the running of the system as well as give access to 
others to use the system without your knowledge.
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