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Groups To view all groups that are set up on Ubuntu use the command:
The purpose of groups is to allow permissions to be set across compgen -g
files and folders in a simpler way than going into each user and

setting the permissions individually. : PI@pJ-Aspire-TC-780: ~

:~5% compgen -g

Displaying groups
To find out what groups a user is part of they would need to use
the command:

groups

1 pj@pj-Aspire-TC-780: ~

:~% groups
pj adm cdrom sudo dip plugdev lpadmin 1lxd sambashare
i
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To view all the groups with the group name, password, ID, and
users, you use the command:

[+1 pl@pj-Aspire-TC-780: ~

:~§ cat Jetc/group
root:x:0:

cat /etC/group daemon:x:1:
bin:x:2:
This file will display the group name, the password, group ID and T

list of users

If you look at the group adm, let’s look at what the row tells us
about the grOUP. uucp:x:10:

man:x:12:
proxy:x:13:
X4 i kmem:x:15:
adm'x'4'sy31og, pJ dialout:x:20:
. fax:x:21:
« The group name is adm volce:x:22:
cdrom:x:24:pj
. floppy:x:25:
« The password is labelled as x tape:x:26:
sudo:x:27:pj
audio:x:29:pulse

« The group ID is 4 dip:x:30:p]

« The users are syslog and pj
ysRo9 - For security reasons the placeholder x is placed where the

password should be, and this has been moved to another file.

You will notice that the first returned group is called root, every
system will have this group and it will always hold position O.
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To view the users who have access to a group use the command:  |f you now use the command groupmod you will be able to view

getent group adm and edit the specifics around the group set up.

d
Replace adm with the group name you are looking at. groupmo

Ad d . M~ pi@pj-Aspire-TC-780: ~
ing a group e prs———
:~% sudo groupadd teamlLeader
. . sudc ssword fc {12
To add a group, you use the command groupadd and in this e L R
instance use the admin level command too. e s
Options:

-g, --gid GID change the group ID to GID
SUdO grOUpadd teamLeader - --help di;plzy this help message and exit

-n, --new-name NEW_GROUP change the name to NEW_GROUP
The group name is inserted after the command groupadd and can 5 BRSUEL e - ELMEUERe e R

. PASSWORD
be any name you Want (WIthOUt SpaceS). -R, --root CHROOT_DIR directory to chroot into
--prefix PREFIX_DIR prefix directory where are located the Jfetc/* fi

The same as every time you use the sudo command, you will be

required to enter your password to complete the required steps.

pj@pj-Aspire-TC-780: ~

Cyber-Security Fact:

Changing any settings should be considered fully to ensure
you are changing the correct settings and for the correct
reasons. Settings are there to protect the system from users
making mistakes and/or editing systems further.

:~% sudo groupadd teamLeau:jerI
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If you now use the command cat /etc/group or compgen -g We can see the set up for the group now as:

you will see the group now added to the list of groups in the list. The group name is teamLeader

« The password is labelled as x
M~ pj@pj-Aspire-TC-780: ~

tcpdump:x:115: « The grOUP ID is 1001

avahi-autoipd

+ There are no users in the group yet

Adding a user to/from a group

To add a user to the group we need to use the command
usermod

To add a user to the group you use the command line:

sudo useradd -a -G teamLeader pj

teamLeader is the name of the group and after the group you add
the username.

pi@pj-Aspire-TC-780: ~

:~% sudo usermod -a -G teamLeader pj|:|
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The same as every time you use the sudo command, you will be

required to enter your password to complete the required steps.

To view the user pj and the groups they are assigned to, as
well as check if the group teamLeader has been added, use the
command line:

groups pj

M~ pi@pj-Aspire-TC-780: ~

:~% groups pj
pj : pj adm cdrom sudo dip plugdev lpadmin 1lxd sambashare teamLeader
1~5
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Let’s also check the set up of the group and the user assigned using
the command:

cat /etc/group

You can see that at the bottom of the list of groups we have the
group added teamLeader, but we now have the user pj added
after the group ID.

+ pi@pj-Aspire-TC-780: ~

tcpdump:x:115:
avahi-autoipd:x:116:

netdev:x:119:
lpadmin:x:120:pj
avahi:x:121:
scanner:x:122:saned
saned:x:123:
nm-openvpn:x:124:
whoopsie:x:125:
colord:x:126:
geoclue:x:127:
pulse:x:128:
pulse-access:x:129:

sambashare:x:133:pj
systemd-coredump:x:999:
=1 amosrese s 4ADA
.teamLeader:x:lOOl:pj _
e |
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Removing a user from a group

To remove a user from the group you need to use the command:

sudo deluser pj teamLeader

deluser is the command for deleting a user, you follow this
with the user to remove and then the group that the user needs
to be removed from.

M~ pi@pj-Aspire-TC-780: ~

:~5% sudo deluser pj teamLeader

Removing user “pj' from group "teamLeader' ...

Done.
S |

You can check this has worked by using the command line again
to see that the user is no longer associated with the group.

cat /etc/group

CyberCenturion | Educate, Challenge, Inspire

Removing a group
To remove a group altogether you need to use the command:
sudo groupdel teamLeader

Replace teamLeader with the group name you want to remove.

pj@pj-Aspire-TC-780: ~

:~% sudo groupdel teamLeaderI
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It is slightly different this time as you do not get a response | can see from the response that the last group where it was
when you use this command to say that the group has been listed previously has now changed and the group teamLeader
deleted. Best practice would be to check it has been removed has been removed.

from the list of groups in the same way as you have in other

steps using the command:
ps Using Cyber-Security Fact:

cat /etc/group Remember when adding and removing users from groups
and creating groups to do so correctly as you are changing
the settings on the system. User permissions using the sudo
command should be used correctly and not delete/edit
system groups without understanding fully.

pi@pj-Aspire-TC-780: ~
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Automatic [ogin After you have entered your password, you will see the file open

_ _ . and, in this file, we are looking at lines 9, 10 and 11.
There are two ways to look at the automatic login settings. By

default they are set as disabled for a user so that a password is
required to enter the system.

Open W [+ T Save = = o 4

1# GDM configuration storage

2#

. . 3 # See /fusr/share/gdm/gdm.schemas for a list of available options.

Option 1 - Terminal s
5 [daemon]

6 # Uncomment the line below to force the login screen to use Xorg

7 #waylandEnable=false

To open the file containing the configured settings you need to
Use the Command: # AutomaticLoginEnable = true

# AutomaticlLogin = userl]

# Enabling automatic login

3 13 # Enabling timed login
sudo gedit /etc/gdm3/custom.conf - PRER s e i TN
15 # TimedLogin = userl
16 # TimedLoginDelay = 1@

17

= 18 AutomaticLoginEnable=False
1 pj@pj-Aspire-TC-780: ~ Q 19 AutomaticlLogin=pj

20

:~% sudo gedit /etc/gdm3/custom.conf %;lsecurlty]

[sudo] password for pj: I 23 [xdmcp]

24

25 [chooser]

26

27 [debug]

28 # Uncomment the line below to turn on debugging

29 # More verbose logs

30 # Additionally lets the X server dump core if it crashes
31 #Enable=true

32

PlainText ¥ Tab width:8 = Lng, Col1 v INS
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The # hastag at the start of the rows represents a comment in Once you have completed this you need to select the save
the code. This is ignored by the system when looking at the file. button on the top right of the open file.
To enable the automatic login for the system you need to remove

the hashtag # from rows 10 and 11. To disable automatic login, you would need to add the hashtag

# back in to show that the lines of code are comments again
and not actionable.

Open > [+l *custom.l.:onf Save = = o x

;ﬁ GDM configuration storage OPtiOn 2 _ USEI’S

3 # see /usr/share/gdm/gdm.schemas for a list of available options.

4

L w13 T £ S £ BSHN SErESs 5SS Kok If you click on Activities in the top left of the screen and then in
- i the search box, type users. You will see the settings area to select.

# Enabling automatic login

AutomaticLoginEnable = true
AutomaticLogin = userl

13 # Enabling timed login
14 # TimedLoginEnable = true
15 # TimedLogin = userl

16 # TimedLoginDelay = 1@

17

18 AutomaticLoginEnable=False
19 AutomaticLogin=pj

20

21 [security]

22

23 [xdmcp]

24

25 [chooser]

26

27 [debug]

28 # Uncomment the line below to turn on debugging

29 # More verbose logs

30 # Additionally lets the X server dump core if it crashes
31 #Enable=true

32

Plain Text ¥ Tab Width:8 = Ln9, Col 1 v INS
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When you open the settings area, you will be given the login You will then be able to move the toggle to on to allow automatic
information for the user. You will need to unlock to change settings login to enabled for this user.
by clicking unlock and when prompted, adding your password.

Settings

Settings Z WI-Fi

= WiFi o) unlncktn_change Settings Unlock... & Network °

Some settings must be unlocked before they can be changed. pi ~
& Network Bluetooth
Bluetooth ™ Background
@ Background o Pi A £ Appearance Authentication & Login
&) Appearance O Notifications Password, 0 = )
0 Notifications Authentication & Login Q. search Automatic Login ()
Q. search password e y i Applications ) Account Activity Loggedin )
# Applications ) Automatic Logir & Privacy )
2 Privacy )] o . <5 online Accounts

Account Activity Loggedin )

< Online Accounts =, Sharing
=, Sharing Il sound
1 sound ® Power
© Power &J Screen Display
&) ScreenDisplay () Mouse & Touchpad
() Mouse & Touchpad Keyboard Shortcuts I
Keyboard Shortcuts " =) Printers
D) Printers

To disable the automatic login, you would move the toggle to of f.
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Default root account

On ubuntu there is a root account that is used and has permission
to edit/add/delete any files or folders on the system. You have
already learnt about using sudo and how this gives you access to
administrative level permissions to perform some actions.

To enable the root account, you need to set a password for the
root user and use the command:

sudo passwd root

M~ pi@pj-Aspire-TC-780: ~

:~$ sudo passwd root

[sudo] password for pj: I

After you have entered your password for using sudo, you will
be prompted to add a new password and then to retype the
password. You will not see anything as you type.

-1 pi@pj-Aspire-TC-780: ~

:~$ sudo passwd root
[sudo] password for pj:
New password:
Retype new password: [

CyberCenturion | Educate, Challenge, Inspire
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As you cannot see what is being typed, you may make a mistake
and it is flagged up by telling you that the passwords do not match.

The password must also be a strong one and there is a mechanism
for testing this and letting you know if the password you entered
is a bad one.

Once you have added a strong password twice the password has
been set and it will display that this has been set up successfully.

~ pj@pj-Aspire-TC-780: ~

:~% sudo passwd root
[sudo] password for pj:
New password:
Retype new password:
Sorry, passwords do not match.
New password:

BAD PASSWORD: The password is shorter than 8 characters
Retype new password:
Sorry, passwords do not match.
New password:
Retype new password:
passwd: password updated successfully
E=
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Cyber-Security Fact:

It is imperative that the password set for the root account is
a strong one as this user account will be able to change, add,
delete anything on the system. Remember, a strong password
is a mixture of upper and lowercase letters, numbers, and
symbols, as well as over 8 characters long. The password
should also be something that can not be guessed easily.

To disable the root account password, you need to set the
password to expire using the command:

sudo passwd -1 root

1 pj@pj-Aspire-TC-780: ~
:~% sudo passwd -1 root

passwd: password expiry information changed.
~$

CyberCenturion | Educate, Challenge, Inspire

Cyber-Security Fact:

Make sure you think...once you are logged in as a root user
you can delete everything on the system as well as potentially
damage any files and folders. Unlike Windows where any
major change is prompted by a ‘are you sure’ type message,
there is none in Ubuntu, once you use a command it is final.
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Permissions

- : : d
The permissions are set up on folders and files and you can view
the files and folders set up on the computer using the command: d represents a directory
1s -1 - represents a file

S 1 represents a link

r-X

Read - eXecute

2
2
2
F
2
2

For members of the group
owning the file

PO W

You can see here that the folders that are set up are the main
folders such as documents, pictures etc. On the left of each
row, you can see a series of letters, and these represent the
permissions set up on the folder/file.

N~/

rwx
Read, Write, eXecute

For the owner of the file

r-x
Read - eXecute

For other users
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Let's create a new file called newfFile use the following This will open the file in the text editor where you can create
command: your file and save it. | have added some text and saved the file.

gedit newFile

*newFile

1 this is a new file set up for this example]
pj@pj-Aspire-TC-780: ~

29 20:26
29 20:26
29 20:26
29 20:26
19 16:31
29 20:26
10 14:12
29 20:26
j 29 20:26

:~% gedit newFile

MR W R R PR PR
N
T AT ATODOT

This will open the file in the text editor where you can create
your file and save it. | have added some text and saved the file.

PlainText * Tab width: 8 = Ln1,Col43 v INS
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Now let’s use the same command as before to view all the files To edit the permissions of the file to add read, write, and
and folders: execute you use the following command:
1s -1 chmod +rwx newFile

You can see that the file is now visible and the default

« e . [+ pi@pj-Aspire-TC-780: ~
permissions that have been placed on the file. =
ota

drwxr -
drwxr-
drwxr -
drwxr-»

j 4096 Sep 29
j 4096 Sep 29 2
j 4896 Sep 29
j 4096 Sep 29

pj@pj-Aspire-TC-780: ~

2
2
2
Z
2
2
2

drwxr-» j 4096 Oct 19

p. j 4896 Sep 29 20:26 drwxr - j 4096 Sep 29
F j 4096 Sep 29 20:26 Documents N d rWX - - - - 3 j 4096 Oct 10
2 j 4096 Sep 29 20:26 drwxr-» { 2 j 4096 Sep 29 2
2 j 4096 Sep 29 20:26 drwxr- 2 j 4096 Sep 29
2 j 4096 Oct 19 16:31 :~$ gedit newFile
2 j 4096 Sep 29 20:26 t~S 1s -1
3 j 4096 Oct 10 14:12 total 4
F j 4096 Sep 29 20:26 drwxr-xr-x 2 j 4096 Sep
2 j 4096 Sep 29 20:26 drwxr-xr-x 2 j 4096 Sep

:~$ gedit newFile drwxr-xr-x 2 j 4096 Sep

:~8S 1s -1 drwxr-xr-x 2 j 4096 Sep

rw-rw-r-- 1 43 Oct 16: newFile
2 j 4096 Sep 29 20:2 drwxr-xr-x 2 j 4096 Oct
2 j 4096 Sep 29 20: drwxr-xr-x 2 j 4096 Sep
2 i 4096 29 ; s Downleads NI drwx------ 3 j 4096 Oct
2 jeatl @0 Eabrnp=lf R2E 2 pj pPi Sep
1 43 19 16:42 newFile i it S A8RE=ErR=20=00:24
5 T P . s chmod +rwx newrFilell
29 20:26
10 2

29 2
29
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View the files and folders again to see that the permissions have  To edit the permissions of the file to remove read, write, and
been amended for the new file. execute you use the following command:

—— chmod -rwx newFile

4096 Sep 29

j 4096 Sep 29

j 4096 Sep 29

j 43 Oct 19 16:42 newFile

j 4096 Oct 19

j 4096 Sep 29

j 4096 Oct 10

j 4096 Sep 29

j 4096 Sep 29
:~$ chmod +rwx
~5 1s -1

e Notice the plus sign has become a minus.

[+1 pi@pj-Aspire-TC-780: ~

N NENNNN

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
“TW=TW=-F~~
drwxr-xr-x
drwxr-xr-x

j 4696 Sep 29 20:
j 4096 Sep 20:
j 4096 Sep 20:
j 4096 Sep 20:
j 43 Oct 16: newFile
j 4096 Oct 16:4
j 4096 Sep 29 20:26
j 4096 Oct D 14:
j 4096 Sep 29 20:
j 4096 Sep 29 20:

:~S chmod +rwx

:~S 1s -1

w
NNNN
o O

[ -

NNENNNN

j 4096 Sep
j 4096 Sep
j 4896 Sep drwxr-xr-x

PP — drwxr-xr-x

w

NN

43 Oct
j 4096 Sep
j 4096 Oct

total 40
drwxr-xr-x
j 4096 Sep drwxr-xr-x
3 4 drwxr-xr-x
4096ISEP i drwxr-xr-x
=g - FWXTWXE - X
drwxr-xr-x
drwxr-xr-x

j 4096 Sep
j 4096 Sep
j 4096 Sep
j 4096 Sep
j 43 Oct
j 4096 Oct
4096 Sep
j 4096 Oct
drwxr-xr-x j p] 4096 Sep
drwxr-xr-x i i 4096 Sen
:~S chmod -rwx newFile

NNENNNN
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Use the same command line as before to now view the new SSH Secure Shell

permissions on the file as none: . .
SSH stands for Secure Shell, and it is a network protocol. It is

T used to operate remote logins and commands on machines over
T local and remote networks. SSH is secure and encrypts data that

j 4096 Sep 29 20:26 1 H
JRPe 8 20 is transmitted over the network.

j 4096 Oct 19 16:43
4096 Sep 29 20:26
j 4096 Oct 10 14:12 . . .
j 4096 Sep 29 20:26 Enabling and Disabling SSH
j 4096 Sep 29 20:26
:~% chmod -rwx newFile . .
1§ 1s-1 SSH should be already installed on your device, and we can check

-1: command not found . .
i3 1s -1 that using the following command:
40
-Xr j pj 4096 Sep 126
- } pj 4096 Sep : ssh -V

Sep
- an

2 newFile

pj@pj-Aspire-TC-780: ~

:~5% ssh -VI

You will see a response stating that there is an application there
and it was last updated on the 31st of March 2020.

1 pj@pj-Aspire-TC-780: ~

:~$ ssh -V
OpenSSH_B8.2p1 Ubuntu-4ubuntu®.3, OpenSSL 1.1.1f 31 Mar 2020
1~§
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Like anything, we need to ensure that we have the most up Once your password has been added for using the sudo

to date version to ensure we are using a secure, up-to-date permissions, you will see the system unpack the update and

application. install the update on the system.

sudo apt-get update Now we have updated all the packages we need to install Open
SSH.

= P sudo apt-get update
:~5 ssh -V
OpenSSH_8.2p1 Ubuntu-4ubuntu@.3, OpenSSL 1.1.1f 31 Mar 2020
:~% sudo apt-get update
[sudo] password for pj: I M pPi@pj-Aspire-TC-780: ~

a [29.0 kB]

Get:7 http://security.ubuntu.com/ubuntu focal-security/universe amd64 DEP-11 Met

adata [63.6 kB]

Get:8 http://gb.archive.ubuntu.com/ubuntu focal-updates/main 1386 Packages [549

kB]

Get:9 http://security.ubuntu.com/ubuntu focal-security/multiverse amd64 DEP-11 M

etadata [2,464 B]

Get:10 http://gb.archive.ubuntu.com/ubuntu focal-updates/main amd64 DEP-11 Metad

ata [283 kB]

Get:11 http://gb.archive.ubuntu.comfubuntu focal-updates/main DEP-11 48x48 Icons
[60.8 kB]

Get:12 http://gb.archive.ubuntu.com/ubuntu focal-updates/universe 1386 Packages

[642 kB]

Get:13 http://gb.archive.ubuntu.comf/ubuntu focal-updates/universe amd64 Packages
[866 kB]

Get:14 http://gb.archive.ubuntu.com/ubuntu focal-updates/universe amd64 DEP-11 M

etadata [362 kB]

Get:15 http://gb.archive.ubuntu.com/ubuntu focal-updates/multiverse amd64 DEP-11
Metadata [940 B]

Get:16 http://gb.archive.ubuntu.com/ubuntu focal-backports/universe amd64 DEP-11
Metadata [10.4 kB]

Fetched 4,483 kB in 2s (1,876 kB/s)

e S e N e

:-5 sudo apt-get install openssh-serverf]
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Now that this has been installed you will find a configuration
file created in the /etc/ssh folder named sshd_config.

The next step is to check it is now running:

sudo systemctl status sshd

m pj@pj-Aspire-TC-780: ~
Setting up openssh-server (1:8.2p1-4ubuntu®.3)

Creating config file /etc/ssh/sshd_config with new version

Creating SSH2 RSA key; this may take some time ...

3072 SHA256:f0zBTHHI9EYk3K4s58sxFbKNeocaa3Cy5190j0buGORs root@pi-Aspire-TC-780 (R
SA)

Creating SSH2 ECDSA key; this may take some time ...

256 SHA256:kL1adxwhGlynzkmZzZ3nTkZTztMrocbMA7FIdXGa3PcQ root@pj-Aspire-TC-780 (EC
DSA)

Creating SSH2 ED25519 key; this may take some time ...

256 SHA256:KKB23kyyZIvMsqVkfmCEHXCW3gqi0jgptIRN19NNUG6Q root@pj-Aspire-TC-780 (ED
25519)

Created symlink /etc/systemd/system/sshd.service — /lib/systemd/system/ssh.servi
ce.

Created symlink /etc/systemd/system/multi-user.target.wants/ssh.service — /lib/s
ystemd/system/ssh.service.

rescue-ssh.target is a disabled or a static unit, not starting it.

Setting up ssh-import-id (5.10-0ubuntul)

Attempting to convert /etc/ssh/ssh_import_id

Setting up ncurses-term (6.2-0ubuntu2) .

Processing triggers for systemd (245.4-4ubuntu3.13)

Processing triggers for man-db (2.9.1-1)

ne~ < Fmem ks r -

S y ys i éfatus sshdl
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ee the active row that shows that this is now running,

and this means that the SSH is now running as a service on the

device.

[+1

rescue-ssh.
Setting up
Attempting
Setting up
Processing
Processing
Processing

ssh.servi

I naded*
Active:
Docs:

Main PID:
Tasks:
Memory:
CGroup:

20 09:

20 69:2
20 09:2
20 09:2

pi@pj-Aspire-TC-780: ~

target is a disabled or a static unit, not starting it.
ssh-import-id (5.18-8ubuntul)
to convert /fetc/ssh/ssh_import_id
ncurses-term (6.2-0ubuntu2)
triggers for systemd (245.4-4ubuntu3.13)
triggers for man-db (2.9.1-1)
triggers for ufw (0.36-6)
:~$ sudo systemctl status sshd
ce - OpenBSD Secure Shell server
1naded (/1ih/cucteamd/cucteam/icch carvira* anahled* vendnr nrecat-
since Wed 2021-10-20 09:28:26 BST; 36s ago
man:sshd(8)
man:sshd_config(5)
40064 (sshd)
1 (limit: 19042)
1.6M
/system.slice/ssh.service
L_40064 sshd: Jusr/sbin/sshd -D [listener] © of 10-100 startups

26 pj-Aspire-TC-780 systemd[1]: Starting OpenBSD Secure Shell servi
8:26 pj-Aspire-TC-780 sshd[40064]: Server listening on 0.8.06.0 port g
8:26 pj-Aspire-TC-780 sshd[40064]: Server listening on :: port 22.

8:26 pj-Aspire-TC-780 systemd[1]: Started OpenBSD Secure Shell serve!
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To enable the SSH to be launched at boot time use the
command:

sudo systemctl enable ssh

M~ pi@pj-Aspire-TC-780: ~

o systemctl enable ssh

sud
|

[sudo] password for pj:

Once you have entered your password you will see the below
showing that the SSH has been enabled.

1 pi@pj-Aspire-TC-780: ~

- sudo systemctl enable ssh
[sudo] password for pj:
Synchronizing state of ssh.service with SysV service script with flib/systemd/sy
stemd-sysv-install.
Executing: flib;systemd‘systemd-sysv—install enable ssh
ok
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To disable the SSH server you need to use the command:

sudo systemctl stop sshd

M~ pi@pj-Aspire-TC-780: ~

w

udo systemctl stop sshd

[sudo] password for p

4N e U

Use the check status command to check it has been disabled.

sudo systemctl status sshd

- pj@pj-Aspire-TC-780: ~

- sudo systemctl stop sshd
[sudo] password for pj:
:~% sudo systemctl status sshd
@ ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: e!
Active: inactive (dead) since Wed 2821-18-20 ©9:33:33 BST; 15s ago
Docs: man:sshd(8)
man:sshd_config(5)
Process: 40064 ExecStart=/usr/sbin/sshc HD_OPTS (code=exited, status:E
Main PID: 400864 (code=exited, status=0/
B:26 pj-Aspire-TC-780 systemd[1]: Starting OpenBSD Secure Shell servi
126 pj-Aspire-TC-780 sshd[40064]: Server listening on 0.0.0.0 port g
j-Aspire-TC-780 sshd[40864]: Server listening on :: port 22.
j-Aspire-TC-780 systemd[1 Started OpenBSD Secure Shell serve!
j-Aspire-TC-780 sshd[4006 Received signal 15; terminating.
-TC-780 systemd[1]: Stopping OpenBSD Secure Shell serv!
e-TC-780 systemd[1]: ssh.service: Succeeded.
e-TC-780 systemd[1]: Stopped OpenBSD Secure Shell Serve!
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Auditing

The aim of auditing settings is to identify attacks that are both
successful and not, that could be a threat to your device and/or
network.

For example, identifying successful and failed logins can help
identify when a user has accessed their account to identify a
suspicious login outside of known logins as well as attempts to
hack into the account logged as failed attempts.

By default, all auditing tools are disabled when first installed and if
you are considering using these tools, they will need to be enabled.

Lynis is an open-source security tool. It helps with auditing systems
running UNIX-alike systems (Linux, macOS, BSD), and providing
guidance for system hardening and compliance testing.

First, we need to install this application to be able to use it, use
the command line:

apt-get install lynis

pi@pj-Aspire-TC-780: ~

:~% sudo apt-get install lynisl
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The application will be unpacked and when prompted add Y and
press enter to install the full package.

Let's look at the commands that can be used, you can ask this
question using the command:

sudo lynis show commands

pi@pj-Aspire-TC-780: ~

:~% sudo lynis show commands

Now we can look at using this for an audit of the system by
using the command:

sudo lynis audit system

pj@pj-Aspire-TC-780: ~

:~5 sudo lynis audit systeml
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When this runs the system is audited and the process will show [+1 PLugins (phas
many lines of information. ot plugins have nore exter

m
[

have more extensiv

tests and may take several minutes to complete

- Plugins enabled [ NONE ]

[+] Boot and services

pi@pj-Aspire-TC-780: ~

- Service Manager [ upstart ]
- Checking UEFI boot [ DISABLED ]
- Checking presence GRUB2 [ FOUND ]
- Checking for password protection [ WARNING ]
Test and debug information Jvar/log/lynis.log - Check running services (systemctl) [ DONE ]
- Report data Jf‘\,ra|-J|r"|_ogJf"l_s.rn‘i_s-|-e|:;o|-‘t:,|ja‘t: Result: found 21 running services
- Check enabled services at boot (systemctl) [ DONE ]
- Result: found 26 enabled services
= s - Check startup files ( issi ) [ oK
Lynis update available i SRRy RS ([ resE) [ok]
Current ve n: 262 Latest ve [+] Kernel
- Checking default run level [ RUNLEVEL 5 ]
Lynis 2.6.2 - Checking CPU support (NX/PAE)
CPU support: PAE and/or NoeXecute supported [ FOUND ]
Auditing, system hardening, and compliance for UNIX-based systems - C:ect%”g te"”gi version and release [ B }
AT c - - - Checking kernel type [ DONE
Linux, macC BSD, and others
( 2 it ‘ ) - Checking loaded kernel modules [ DONE ]
o < _ . . Found 43 active modules
200?'20-}{‘; CIsofy - htFp‘:.ffC'L‘:quy.FDNflynle . . - Checking Linux kernel configuration file [ FOUND ]
Enterprise support available (compliance, plugins, interface and tools) - Checking default I/0 kernel scheduler [ FOUND ]
- Checking for available kernel update [ OK ]
- Checking core dumps configuration [ DISABLED ]
- Checking setuid core dumps configuration [ PROTECTED ]
- Check if reboot is neaded [ NO ]
[+] Memory and Processes
- Checking /proc/meminfo [ FOUND ]
- Searching for dead/zombie processes [ 0K ]
- Searching for IO waiting processes [ OK ]
[+] Users, Groups and Authentication
- Administrator accounts [ 0K ]
- Unique UIDs [ OK ]
- Consistency of group files (grpck) [ 0K ]
- Unique group IDs [ OK ]
- Unigque group names [ 0K ]
- Password file consistency [ OK ]
- Query system users (non daemons) [ DONE ]
- NIS+ authentication support [ NOT ENABLED ]
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One aspect is that the version that is installed is version 2.6.2. The version installed by default is version 2.6.2 and to update you
You can check the install version by using the command: need to follow the details on there to download and install any

updates.

sudo lynis show version

pj@pj-Aspire-TC-780: ~
:~5 sudo lynis show version

e |

Current version : Latest version :

Please update to the latest version.

New releases include additional features, bug fixes, tests, and baseline
Download the latest version:

Packages (DEB/RPM) - https://packages.cisofy.com

Website (TAR) - https://cisofy.com/downloads/
GitHub (source) - https://github.com/CISOfy/lynis
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When you use this command, it generate a lot to look through.

You can scan the system by groups, to list all possible groups M PI@p}-Aspire-TC-780: ~
se the command: et

banners )
sudo lynis show groups L

crypto

databases
file_integrity
file_permissions
filesystems
firewalls
hardening
homedirs
insecure_services
kernel
kernel_hardening
1dap

logging
mac_frameworks
mail_messaging
malware
mMemory_processes
nameservices
networking

php
ports_packages
printers_spools
scheduling
shells

snmp

squid

ssh

storage
storage_nfs
system_integrity

pj@pj-Aspire-TC-780: ~

:~S sudo lynis show groups

virtualization
webservers
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You can then use the following command line to complete an 1 st st
audit on a specific folder:

- Checking running SSH daemon [ FOUND ]
O _ _ _ - Searching SSH configuration [ FOUND ]

SUdO 1yn15 tests from group SSh - 5SH option: AllowTcpForwarding [ SUGGESTION ]
- SSH option: ClientAliveCountMax [ SUGGESTION ]

- 5SH option: ClientAliveInterval [ oK ]
L . - 5SH option: Compression [ SUGGESTION ]

PHOpLASPIte-TECRE o - 55H option: FingerprintHash [ oK ]

:~$ sudo lynis --tests-from-group sshil = 35 GpiEiene CRIERIHE [EL]

- 5SH option: IgnoreRhosts [ oK ]

- SSH option: LoginGraceTime [ ok ]
- 5SH option: LogLevel [ SUGGESTION ]
. . . - 5SH option: MaxAuthTries [ SUGGESTION ]
An example of the type of OUtpUt you will see is on the rlght. - SSH option: MaxSessions [ SUGGESTION ]
- 5SH option: PermitRootLogin [ SUGGESTION ]

- SSH option: PermitUserEnvironment [ oK ]

- 5SH option: PermitTunnel [ oK ]
- 5SH option: Port [ SUGGESTION ]

- SSH option: PrintlLastLog [ oK ]

- 5SH option: StrictModes [ oK ]
- 55H option: TCPKeepAlive [ SUGGESTION ]

- 55H option: UseDNS

- 5SH option: VerifyReverseMapping

- 5SH option: X11Forwarding

- SSH option: AllowAgentForwarding

- 5SH option: Protocol

- 5SH option: UsePrivilegeSeparation
- S5H option: AllowUsers

- 5SH option: AllowGroups

oK ]

NOT FOUND ]
SUGGESTION ]
SUGGESTION ]
oK ]

SUGGESTION ]
NOT FOUND ]
NOT FOUND ]

i R e B M W W]
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To view the audit log that is created when running an audit of e
the system, you use the command:

sudo cat /var/log/lynis.log

s can be found

nn
imum number of hardening points for this item (3). Currently having

: Custom Tests

do cat /var/log/lynis.logll

[#rappaparans 1
tem has been hardened, but could use additional hardening

y removed
ady removed

You can then look through at the different areas in detail.
There is information in this file that shows what was run in the
background and can be used to find anomalies to rectify within
the different groups.

For more information about Lynis click here.
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Webmin Step 1

It is always best practice to ensure you have the most up to date
version of Ubuntu and run an update followed by the second
command to install dependencies.

Webmin is an opensource web administration tool that allows
users to easily monitor and manage servers.

Some of the tasks that you can accomplish with Webmin include: sudo apt update

* Adding and removing users on the system sudo apt install software-properties-common apt-
H ) _h
»  Changing users’ passwords. transport-https wget

« Installing, updating, and removing software packages. o O BE _ - e

° Settlng up a firewall. :~$ sudo apt install software-properties-common apt-transport
-https wgetl

« Configuring disk quotas to manage the space used by
other users.

- Creating virtual hosts (If a web server is installed). 2 PI@p}-Aspire-TC-780: ~ NE - -
:~5% sudo apt install software-properties-common apt-transport
-https wget
. . Reading package lists... Done

|nstalllng Webmin Building dependency tree

Reading state information... Done
. . . wget is already the newest version (1.20.3-1ubuntul).
There are series of steps to follow to install and use Webmin. e e T G e e

apt-transport-https is already the newest ver (2.0.6).

The following packages were automatically ins and a no longer required:
linux-headers-5.11.08-27-generic linux-hwe-5.11 aders-5.11.0-27
linux-image-5.11.0-27-generic linux-modules-5.11.0-27-generic
Linux-modules-e a-5.11.0-27-generic

Use 'sudo apt autoremove' to remove them.

® to upgrade, 0 to newli install, ® to remove and 15 not to upgrade.

i
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Step 2
We next need to install the Webmin GPG key and the Webmin

repository to the system'’s software sources. To do this we use the
command all on one line:

wget -q http://www.webmin.com/jcameron-key.asc -0- |
sudo apt-key add -

To get the | symbol, it is called the pipe and is located next to the
left shift key on your keyboard. You need to use shift and | to
add it.

=1 pj@pj-Aspire-TC-780: ~

:~$ sudo apt install software-properties-common apt-transport
-https wget
Reading package lists...
Building dependency tree
Reading state information...

Done

Done

wget is already the newest version (1.20.3-1ubuntul).
software-properties-common is already the newest version (06.98.9.5).

apt-transport-https is already the newest version (2.0.6).

The following packages were automatically installed and are no longer required:
linux-headers-5.11.0-27-generic linux-hwe-5.11-headers-5.11.0-27
linux-image-5.11.0-27-generic linux-modules-5.11.0-27-generic
1inux-modules-extra-5.11.0-27-generic

Use 'sudo apt autoremove' to remove them.

©® to uparade. © to newlv install. @ to remove and 15 not to uparade, ~

:~S wget -q http://www.webmin.com/jcameron-key.asc -0- | sudo
apt-key add -Jj
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When you press enter you will receive an OK as a response.

<1 pi@pj-Aspire-TC-780: ~ o X

:~$ sudo apt install software-properties-common apt-transport
-https wget
Reading package 1lists...
Building dependency tree
Reading state information...

Done

Done

wget is already the newest version (1.20.3-1ubuntul).

software-properties-common is already the newest version (0.98.9.5).

apt-transport-https is already the newest version (2.0.6).

The following packages were automatically installed and are no longer required:
linux-headers-5.11.0-27-generic linux-hwe-5.11-headers-5.11.0-27
linux-image-5.11.0-27-generic linux-modules-5.11.0-27-generic
linux-modules-extra-5.11.0-27-generic

Use 'sudo apt autoremove' to remove them.

@ to upgrade, © to newly install, © to remove and 15 not to upgrade.

:~% wget -q http://www.webmin.com/jcameron-key.asc -0- | sudo
apl-key add -

0K

:~8 l

Ubuntu Advanced Cybersecurity ° ° 30




N\
N RUTROAN )-( STEM

Next add the following command, again all on one line.

[+ pj@pj-Aspire-TC-780: ~
. [{]
SUdO add—apt—r‘ep031tory deb [arCh=amd64] Get:5 http://gb.archive.ubuntu.com/ubuntu focal-updates/main amd64 DEP-11 Metada
. i 3 ta [283 kB]
http.{/(,:,Iownload'webmln'com/download/rePOS:Ltory Sarge Get:6 http://gb.archive.ubuntu.com/ubuntu focal-updates/restricted amd64 c-n-f M
contrib etadata [504 B]

Get:7 http://gb.archive.ubuntu.com/ubuntu focal-updates/universe amd64 DEP-11 Me
tadata [363 kB]

Get:B8 http://gb.archive.ubuntu.com/ubuntu focal-updates/multiverse amd64 DEP-11
Metadata [940 B]

Get:9 http://gb.archive.ubuntu.com/ubuntu focal-backports/universe amd64 DEP-11
Metadata [16.4 kB]

Get:10 http://security.ubuntu.com/ubuntu focal-security/main amd64 DEP-11 Metada

[+1 pi@pj-Aspire-TC-780: ~

:~% sudo apt install software-properties-common apt-transport

-https wget

Reading package lists... Done

Building dependency tree

Reading state information... Done

wget is already the newest version (1.20.3-1ubuntul).

ta [29.0 kB]

Get:11 http://security.ubuntu.com/ubuntu focal-security/universe amd64 DEP-11 Me
tadata [63.9 kB]

Get:12 http://security.ubuntu.com/ubuntu focal-security/multiverse amd64 DEP-11
Metadata [2,464 B]

Ign:13 http://download.webmin.com/download/repository sarge InRelease

Get:14 http://download.webmin.com/download/repository sarge Release [16.9 kB]
Get:15 http://download.webmin.com/download/repository sarge Release.gpg [173 B]
Get:16 http://download.webmin.com/download/repository sarge/contrib amd64 Packag
es [1,387 B]

Fetched 1,099 kB in 6s (200 kB/s)

Reading package lists... Done

o |

software-properties-common is already the newest version (0.98.9.5).

apt-transport-https is already the newest version (2.08.6).

The following packages were automatically installed and are no longer required:
linux-headers-5.11.0-27-generic linux-hwe-5.11-headers-5.11.0-27
linux-image-5.11.0-27-generic linux-modules-5.11.8-27-generic
linux-modules-extra-5.11.0-27-generic

Use 'sudo apt autoremove' to remove them.

® to upgrade, ® to newly install, @ to remove and 15 not to upgrade.

:~% wget -q http://www.webmin.com/jcameron-key.asc -0- | sudo

apt-key add -
0K
:~$% sudo add-apt-repository "deb [arch=amd64] http:download.w
ebmin.com/download/repository sarge contrib"[j
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Step 3
We can now install the latest version of Webmin.

sudo apt install webmin

[+ pi@pj-Aspire-TC-780: ~ Q = - o x

Get:5 http://gb.archive.ubuntu.com/ubuntu focal-updates/main amd64 DEP-11 Metada
.archive.ubuntu.com/ubuntu focal-updates/restricted amd64 c-n-f M

Get:7 http://gb.archive.ubuntu.com/ubuntu focal-updates/universe amd64 DEP-11 Me
tadata [363 kB]
Get:8 http://gb.archive.ubuntu.com/ubuntu focal-updates/multiverse amd64 DEP-11
Metadata [940 B]
Get:9 http://gb.archive.ubuntu.com/ubuntu focal-backports/universe amd64 DEP-11
Metadata [10.4 kB]
Get:10 http://security.ubuntu.com/ubuntu focal-security/main amd64 DEP-11 Metada
ta [29.0 kB]
Get:11 http://security.ubuntu.com/ubuntu focal-security/universe amd64 DEP-11 Me
tadata [63.9 kB]
Get:12 http://security.ubuntu.com/ubuntu focal-security/multiverse amd64 DEP-11
Metadata [2,464 B]
Ign:13 http://download.webmin.com/download/repository sarge InRelease
Get:14 http://download.webmin.com/download/repository sarge Release [16.9 kB]
Get:15 http://download.webmin.com/download/repository sarge Release.gpg [173 B]
Get:16 http://download.webmin.com/download/repository sarge/contrib amdé4 Packag
es [1,387 B]
Fetched 1,099 kB in 6s (200 kB/s)
Kedailng pdCKkdge LLsLs... vone

:-S sudo apt install webmin]]
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When the installation is complete you will see a similar output to
the image below, the web address to access your personal Webmin
dashboard will be in this last section. You then need to open a
web browser and add this in as a URL. You may be prompted by a
security message as it is not a standard web address to locate, click
on advanced and allow the web browser to open the URL.

+1 pi@pj-Aspire-TC-780: ~

Get:3 http://download.webmin.com/download/repository sarge/contrib amd64 webmin
all 1.981 [28.7 MB]
Fetched 28.7 MB in 11s (2,600 kB/s)
Selecting previously unselected package libauthen-pam-perl.
(Reading database ... 234887 files and directories currently installed.)
Preparing to unpack .../libauthen-pam-perl_0.16-3build7_amd64.deb ...
Unpacking libauthen-pam-perl (6.16-3build7) ...
Selecting previously unselected package libio-pty-perl.
Preparing to unpack .../libio-pty-perl 1%3al.12-1 amd64.deb ...
Unpacking libio-pty-perl (1:1.12-1) ...
Selecting previously unselected package webmin.
Preparing to unpack .../archives/webmin_1.981_all.deb ...
Unpacking webmin (1.981) ...
Setting up libilo-pty-perl (1:1.12-1) ...
Setting up libauthen-pam-perl (6.16-3build7) ...
Setting up webmin (1.981) ...
Webmin install complete. You can now login tc https://pj-Aspire-TC-780:10000/
as root with your root password, or as any us=r.whn can uce sudn
to run commands as root.
Processing triggers for man-db (2.9.1-1) ...
Processing triggers for systemd (245.4-4ubuntu3.13) ...
TS
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You will be prompted with a login screen, and you need to use your
user login details.

You will then be able to see the dashboard as below, with a range
of options on the left relating to your server.

& (1) Dashboard — webmi xS - o @

€« C @ Q & @ https//pj-aspire-te-7B0:10000/sysinfo.cgi?xnavigations=1 B @ =

@
Dashboard System Information (e
&
—-\ “\ —_—
14 14% 0 6
System hostname pl-Aspire TC-780 home (192.168.1.218) Operating system UbuNty Linux 20.04.3
webmin version 1961 Authentic theme version  19.832 o
Time on system wednesday, October 20, 2021 12:34 M Kemel and CPU Linux §.11.0-37-generic on x86_64
Processor information Intel(R) Core(TM) I7-7700 CPU @ 3.60GHZ, 8 cores  System uptime 3 days, 19 hours, §§ minutes.
Running processes 2684 CPUload averages 0.92 (1 min) 0.47 ( mins) 0.24 (1§ mins)
Real memory 2,04 GI8 used / 2,84 GI8 cached / 15,55 GiB total  Vinual memory 0 bytes used / 1.99 GI8 total
Local disk space 56,31 GIB used / 859.04 GIB free / 915.39 GIB 1otal  Package updates @B package updates are avallable

© Warning!
Recent package update

(such a 110 be fully appleed.
Hide Alert
Stats History
.
R
o
RUISPM RATSPM TMISPM  TRMISPM RPN IZOAITRM 2MITPM TZMTRM 1RO4IBPM 20PM ZMWAM 123419PM
100
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Using Webmin ;

€ c @ Q B © https://pj-aspirc-te-780:10000/sysinfo.cgitxnavigation=1 B & e =
@

There are lots of options on the left-hand side of the dashboard AR e nromaon c
*  Webmin '

«  System

° S System hostname pi-Aspire-TC-780 home (192.168.1.218) Operating system Ubuntu Linux 20.04.3
erve rs Webmin version 1981 Authentic theme version 15.83-2 @
Time on system Wednesday, October 20, 2021 12:51 PM Kemel and GPU Linux 5.11.0-37-generic on x86_64
° TOO lS Proceasor information Intcl(R) Corc(TM) i7 7700 OPU @ 3.60GHz, Bcorca  Byatem uptime: 3 daya. 20 hours, 10 minutea
Running processes 2 CPU load averages 0.18 (1 min) 0.09 (5 mins) 0.12 {15 mins)
Real memory 211GiBused/ 286 GiB cached / 1555 GiB total  Virtual memory Obytes used / 1.99 GiB total
Lacal disk space 56.35 GIB used / 859,03 Gifl free /915.39 Giltotal  Package updates D package updates are available

« Networking

« Hardware
Stats H\STGV!
» Cluster
« Unused Modules

+ Refresh Modules

Each of these areas have a drop-down menu that can be visible
when you click on the arrow next to the area name.
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Under System we can change passwords by selecting the user and
editing the details stored.

Passwords

O G © https/pjespire-tc-780:10000/passwd/xnavigation=1 8 &
Change Passwords

Select a user 1o change his or her password

root daemon bin ays
syne games man Ip

mail news wicp proxy
www-data backup list i«
gnats nobody systemd-natwork systemd-rasaive
systemd timasyne messagebus sysiog _apt
tas widd tepdump

ushman rikit dnsmasq

speech-dispatcher avahi kernoops

nm-openvpn holip whoopsie colord
qeochue puise gnome-infial-setup gdm
sssd -] system oredump clamav

sshd
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Under System we can also view all the users and groups that are
set up on the system and edit any details here too. There are two
tabs to move between the users and groups set up.

QO & B hitps://pi-aspire-tc-780:1000¢ vin B4 @ =
Users and Groups
Database type: Regular /etc/passwd & /ete/shadow
Local Users Local Gloups
Creote a new user Runbatch fle  Export to batch file
Username Liser ID Group Real name Home directory Shell
root 0 oot roat froot /bin/bash
daemon 1 daemon daemon Just/sbin Just/sbinnologin
bin 2 b bn /bn fustssbinmoiogn
sys 3 sys ays Jdev /usr/sbin/nologin
B nograup e o inssyne
games 5 games games Iust/games /ust/sbin/nologin
man [} man man / gl
p 7 ) » 5py
mail 8 mail mail fvar/mail Jusr/sbin/nologin
news 9 news news var/sp el
uuep 10 uuep uuep ivar/spoaliuucp Just/shin/nologin
praxy 13 Proxy praxy fbin Jusi/sbinnologin
www-data 2 www-data www-data Avarfwww Juer/gbin/nologin
Dackup 1 nacip bacip . g
3 sl o st a8 st Mailing List Manager fvat/list Just/sbin/nologin
o 29 e wred g
a gnats GNats Bug-Reporting System (admin) ivar/ib/gnats Jfusr/sbinmologin
65534 nogroup nobody fmonexistent {usiisbin/nologin
100 systemd-network ‘systemd Network Management Jrun/systemd Just/sbin/nologin
101 systemd-resolve ‘systemd Resolver Irunsystemd /ust/sbin/nologin
systemd-timesync 102 systemd ¥ systemd d 3 log
messagebus 103 messagebus logi
syslog 104 syslog fhome/sysiog fust/sbin/nologin
_apt 105 nogroup /
tsg 106 tss TPM software stack Ivar/iibStpm Join/talse
uuidd 107 wuidd frunyuuidd Jusi/sbinsnologin
tepdump. 108 tepdump.
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When you click on a user you can see the information relating Under System we can check for software updates and install any
to the user and edit any details as well as what groups they are of the selected updates.

linked with.

€ c e O & B hteps://pl-aspire-tc-780-10000/package-updates/rxnavia

QO A B https//pj-aspire-te-780:10000/useradmin/edit_user. @ ® =
= Webmin Software Package Updates
Edit User
n Package Updates  Scheduled Upgrades  Package Reposiiories
o
J—— et i
User Details i e i
0 System
Usemame p| Find packages matching m D Show All
= UserID 1000
2 Syatam gax Found 15 matching packages
Pl | ) AT Tl nefresh Available Packages
Homedirectory  Automatic
Selectall 1 Invert selection
Directory &
Shell | hvbaen = Package Description Status Source
Paswwerd | O nio prozwond requred O sisaucmecont ALSA Use Case Manager configuration files New version 1.2.2-Tubuntu. 11 Focalupdates
N oot O libeghmesad free implementation of the EGL API - Mesa vendor library New version 21.0.3-Oubuntu0.3~20.04.3 Focalupdates
 login allo
O libgbmi ‘generic buffer management AP1 - runtme New version 21.0.3-0ubUNU0.3-20.04.3 Focalupdates
Nommal password M@ lbglmesadn frec implementation of the OpenGL A1 - DRI modules NeW version 21.0.3-0ubUNIU0.3-20.04.3 Focalupdates
* Pre-encrypled password  S65/99KrlyPUBQSIPP! art/Wsnlo1 FBZhHSY.c SWwnKDPGQetavey TrigF: @ lbglapimesa free implementation of the GL AP - shared library New version 1.0.3-Oubuntud. 3~20.04.3 Focalupdates
Login temporarly disabled [~} libglx-mesad free implementation of the OpenGL AP1 - BLX vendor library New version 21.0.3-Oubuntud.3~20.04.3 Focalupdates
lbpulse-mainoop-glib0 PulseAudio client libraries (glib support) New version 13.99.1-Tubuntu3.12 Focalupdates
Password Options libpulsed PulseAudic client libraries New version 13.99.1-Tubuntu3.12 Focalupdates
Password changed 09/29/2021 Expiry date & = @ lbpuisedsp PulseAudio 0SS pre load library Now version 13.99.1-1ubuntu3. 12 Focal updates
- Ibxatracker? X aceeleration library — runtime New version 21.0.3-Dubuntud 3-20.04.3 Focakupdates
Minimum days  © Maximum days 99959 [~] linwx-firmware: Firmware for Linux kemel drivers New version 1.187.19 Focalupdates
I N— B mesavulkandrivers Mesa Vulkan graphics drivers New version 21.0.3-0ubuntud. 3-20.04.3 Focalupdates
s i ks o = i a pulseaudio Pulseaudio sound server New version 13.99.1-lubumud.12 Focal-updates
oree change atnextlogin ~ Yes s Na
< ol B pulscoudiomodulebluctooth  Bluctooth module for PulscAudio sound server New version 13.99.1-ubumu3.12 Focal updates
Group Membership pulseaudioils Command line toals for the PulssAUdo saund sarver New version 13.99.1- Tubuntua 12 Focakupdates
Primary group g o & selecrall  # invent selection
Secondary groups  All groups In groups & Update Selected Packages Refresh Available Packages
100t adm
daemon > cdrom
bin dip
s € Ipadmin
ny Ixd
disk plugdev
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Under System we can also see the scheduled cron jobs. Cron jobs
are run periodically at fixed times, date, or intervals.

€ C @ O & B

/pj-aspire-te-780:100

Webmin Scheduled Cron Jobs

Find Cron jobs matching Q Search

@ Selectall ¥ Invertselection @ Create a new scheduled cronjob @ Create @ new environment varlable  © Control user access to cronjobs G Manually edit cron jobs

User Active? Command Mave
fete/eran dally/papularity-contest
foot T fetc/cron.dally/dpkg
fetc/cron daily/updatenotifier-commen
Jetc/crun dally/man-db
fetc/cron dally/cracklib-runtime
/etc/cron weekly/0anacron
root eos fetc/cron weekly/update natifier common
cron weekly/man-d
root Yes ferc/cron.monthly/0anacron
root Yes [ x fete/initd/anacron | && if |1 -d srunssystemd/system |: then /usr/sbin/in
oot es 1651 -2 Jrun/systemd/system || SERVICE_MODE=1 /usr/lib/xB5_64 linux-gnu/e2fsprog
oot ves test e y || SERVICE_MODE=1 /shin/e2senub_all - -¢
root Yes testx /etc/cron.dally/popularity a8 daily/popularity

 Selectall  ® Invertselection ) Create anew scheduled cronjob @ Create a new environment variable 1 Control user access to cronjobs (% Manually edit cron fobs

©= Disable Selected Jobs =8 Enable Selected Jobs
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Under System we can also check the processes that are running
and use this to see if anything that should not be there or running
needs to be stopped.

Uagn

pi-aspire-tc-780:10000/p

Wehmin Running Processes

m User Memory CPU Search Run

D Owner Started Command
1 ol 5 days ugu fsbin/mit splash
oot 5 days ago Alib/systemd/systemd-journald
root 5 days ago /lib/systemd/ systema-udevd
systemd resolve 5 days ago Alib/systemd/systemd resolved
systemd-timesync 5 days ago flib/systemd/systemd-timesyncd
ront 5days ago fusrlib/accountsservice/accounts-daeman
oot S days ago fusr/shinjacpid
avani S days ago avahi-0aemon running [pj-Aspire-TG-780.local]
avahi S days ago avahi.daomon: chroot halper
oot 5 days ago Just/iib/bluetooin/blustoothd
root 5 days ago #usr/sbin/cron -4
messagebus 5 days ago 4 y -nofork -nopidile ~systemd.
oot S days ago fustfsbin/NetworkMansger -no-daemon
oot & days ago Just/ehin/irgbalanca —foreground
oot 5 days ago P dispatcher p-Uigge
roat § daye ago uerrlib/policykn 1/polkitd -no debug
syslog 5 days ago Jusr/sbin/rsyslogd -n -INONE
root 5 days ago fusr/libexec/switcheroo-control
oot S days ago Nibjsystemd/systemd-logind
roat 5 days ago fust/sbinythermiald ~systemd ~dbus-enable ~adapiive
root 5 days ago usrrlibjudisks2/udisksd
oot 5 days ago /5bin/wpa_supplicant -u -5 -0 /run/wpa_supplicant
root 5 days ago Juse/sbin/ModemManager
root 5 days ago 3 h ed-upgrad hutd
oot 5 days ago fusr/sbin/gdma
ot S days ago gdm-sessionworkes [pam/gdm-passward]
[ 5 days ago 3/ ~{ui-SCpT NV GNUME_SHELL_SESSION_MUDE=UbUnty /us
I 5 days ago /use/lib/xorg/Xorg vt2 displayfd 3 auth /run/user/1000/gdm/Xauthorty backgro
2] 5 days ago ion-bis d ~systemd
W 5 days ago fusibinysslragent /usi/bin/im-launch env ONOME_SHELL_SESSION_MODE=ubuitu fusi/b
clamay 5 days ago fuse/bin/freshelam -d foreground=true
whoopsie 5 days ago fust/bin/whoopste -f
s R o ant Aot Foaaakiars " Fask
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There are other areas to look at too, you can open the file There is a lot under this application, and it is worth looking at
manager under Tools to see all that is stored on the system. each area to see how it can be used to help secure your device
and maintain the functionality of the system further.

“ C @ O & & https://pj-aspire-tc-780:10000/filemin/2xnavigation: B @2 =
pefteic Cyber-Security Fact:
n .
(=] 2 2 o File « Edit «+ Tools » Bookmarks n . . .
e Consider carefully who you give access to this to, any user
, on this application could edit, add, delete anything that is
Name Size Owmer Mode Modified
» bin rootToot 0777 2021/09/29 - 20:11:48 M . .
e e essential to the running of the system as well as give access to
cdrom f00LTo0t s 202V/09/29 - 201370 .
™ oev TOOUTOOU 0755 2021/10/20 - 12251230
e e TR TS others to use the system without your knowledge.
- hame rootroot 0755 2021/09/29 - 2011412
» b rootroot o7 2021/09/29 - 20:11:40
n lib64 rootroat o7 2021/00/29 - 20:11:48
» W2 motroot orr? 2021/09/29 - 2001148
™ lost+found oot Toot 0700 2021/00/29 - 200111
- media root-root 0755 2021/10/07 - 14:51:01
- mnt oot oot 0755 2021/08/19-11.29.24
- opt rootroot 0755 2021/08/19-11:29:24
[ ] o0t TooLToot o700 2021/10/20- 125213
- woliool 0755 2021/10/20-12.06.13
L sbin root-root o777 2021/09/29 - 20.11.48
;_‘_ anap rootroat 0755 2021/10/07 - 143503
- rootroot  O785  2021/08/19 112924
™ tmp Tootroot 1777 2021/10/20 - 126208
- root-root o755 2021/08/19-11:3234
;__ var rootroot 0755 2021/10/20 - 12:30:43
swapfile 26GIB root oot 0600 2021/09/29- 20011135
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