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am Windows10

As part of this guide, you will:

demonstrate how to use the local group policy for passwords
identify how to use the UAC

describe how to use computer management and demonstrate how to add and
remove a user, create and remove a group, manage shared folders and how to
use the built-in admin account

define the purpose of auditing and how to enable and edit the auditing
policies

define what a remote desktop service is, why it is a security risk and how to
enable and disable remote desktop services

define what an FTP is, why it is a security risk and how to enable and disable
FTP services

demonstrate how to use the Task Manager to investigate services running
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Local group POlle — e b b
In the last guide on the basics of Cyber ® e 0 0MDO @ o B Cer— o S
Security we looked at passwords and R =
how to enforce a password policy. 5 ot
wes >
To control the accounts that are i e
set up in Windows you can access R p——
the Local Group Policy and access ; T —
the advanced settings that are not £ et group ol remotly
available when looking in the settings
area.
2= My stuff £ Web
To open this area, the easiest way is to | s o
search and open edit group policy
in the search programs area. There are two main areas visible:
This area will allow you to ensure a strict group policy for all « Computer configuration

users on the device. . .
+ User configuration

Both have the same sub folders and allow specific settings
related to software, Windows, and administrative templates.

CyberCenturion | Educate, Challenge, Inspire Windows Advanced Cyber Security 9 ° 4
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One aspect that can be configured here is the automatic Locate the folder Windows Update and double click to open.
updates for Windows. Under Computer Configuration locate
the subfolder Administrative Templates and open the

4] Local Group Policy Editer - o x

dropdown menu to locate the folder Windows components. Click L
. Windaws Update Setting State Comment a
. . . | Shutdown Options.
on this folder to view all on the right-hand panel e
. Software Protection Platform:
Sound Recerder
1 speech
3 Store.
4/ Lecal Group Pelicy Editor R [=] x 1 Sync your settings
Tablet PC
I et Iy =2
Eile A m.n Yiew Help Task Scheduler
‘Windows Components ¢
Select an item to view its description.  Setting State Comment A 3 i tesica Improvement Prograi
1 ActiveX Instaler Sesvice  Adminotratre Templates N e
Add features to Windows 10 2] Windows Eror Reporting
- App Package Deployment Windows Game Recording and Broadcasting
App Privacy | Windowes Hello for Business
1 App runtime 1 Wink
1 Application Compatibility 7 Win
% AutoPlay Policies 1 Wink
| Windows Media Player
Windows Messenger
] Windows Mobility Center
Windows ings | Windows PowerShell
1 Admnistrative femplates T
| Delivery Optimization
Desktop Gadgets
J Desktop Window Manager
J Work Folders.

|\, Extended (Standard

\ Extended £ Standard
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Locate the folder Configure Automatic Updates and click on it. Right click on Configure Automatic Updates and select Edit.

On the left of the selection, you will get some information to
help you with settings.

Within the pop up you can enable the updates and set the
specific day and time and frequency of the updates.

CyberCenturion | Educate, Challenge, Inspire

] Loeal Group Pelicy Editor - o X & Configure Automatic Updates O X | [0 Congure Ausamatic Uptnas o x|
File Action View Help
[5] Configure Automatic Updates Configure Automatic Updates
YR T = wvious Setting | | Next Setting ‘ 53 Coofin e Bredous Settng | | et Setting
f ';m:rrlllon :tﬂm!{ Windows Update @® Notonfigued  Comment: L Comment:
) Push Tolnsto ’ .
Remote Desktop Services Comfiours Mutosoaic \ipdates g i Cemmen i O rabled ® Enabied
4 RSS Feeds Specify active hours range for auto-restants Not configured No O Diabied
3 Search Edit policy seting Allow updates to be downlosded sutomatically over metere... Not configured Mo Tomerdan
3 i restart at the. Not confiqured Mo o Windows XP Prefessional Service Pack | or At least Windows 2000 Service Pack 3 Supported o0 Windoys, P Professional Senvice Pack 1 or At least Windows 2000 Service Pack 3
2 ::('l::‘r!y lz(r;l:,r Regsirennts o~ e a = 2 Option 7 only supported on servers of atleast Windows Serves 2016 edition Option 7 nly supparted on servers of at least Windows Server 2016 ediion
| Shutdown Options findows. peci res jot canfigur o
Smart Card Pack 1 or At least Wi ;Mm Configure sul-restart reminder notifications for updates Mot configured Neo O s ¢ 5 |
) Seftware Protection Platiorm f:;‘;fl::f::fz':"o,‘::‘zm Tomm off sulb-resta notifications for updite istallations. Mot canfigured Mo ” | e n |
Sound Recorder Not canfigured r |
i Windews Server 2016 ecltion 2 Configure avtomatic updeting Specifies whether this computer will eceve security updates and | & | ([0 e sotomatic updating: Specifies whether this computer will recerve securfty updates and | A
o other important downlosds theough the Windows automatic cther important downloads through the Windows automatic
Store. gmr;pm:::ﬂ i X Not configured HNo updating service. 3- Aute download and notify for install updating service.
| Syne yous settings pecifies whether this computer B corkamcl N
g ot configur o
B Tibkao¢ il recive securty upditcs and oot o The following settings are ool required aac sppiicall| | Note: This policy does not apply to Windows T, The following settings are only required and spplicalll| | Note: Ths polcy does ot apply to Windows KT
S i cther important dowmioads . & s salecred | (| ais setectes
_ through the Windows autematic Do not allow update deferral policies to cause scans against .. Not configured No This setting lets you specfy whether automatic updates are This setting lets you specify whether automatic updates are
v I:xld\nplﬂ( - updating service. Removi sectet 1o Faute updater feture Nt ¢anfigured No kbl da s :(omgui«.?flne serdcas wnablad you muse | iiacn enabled on thi f the service is enabled, you must |
. w‘"d“""("l‘";t ok Tkl sk vk Remove acessy to use all Windous Update feaburcs Not configus Mo Seheduled install day: npactoem of il optioms In flee Croup Falley Sating | S select one of the four options in the Group Policy Setting! |
Sl oy to Windows RT. Do not connect to any Windows Update Intemet locations Mot confiqured No = Mot instal , | T
B Wtk Bt by B e ko Mo o Stk Ml 2= Noify before downloading and installing any updates. | ——— = Netify before downloading and installing any updates.
| Windows Defender SmartScreen |
. This setting lets 3 \When Windows finds updates that apply 1o this computer, When Windows finds updates that apply to this computer,
. Specify Engaged restert transition and notification schedule .. Mot configured No - 4 - Auto download an | (B you have setected 4 - Autn downioad an 3
Windows Errer Reporting whether autom, Ly S ks i""“ "'"F‘f““‘“‘ e dan """"‘“ ‘”‘"’;’ sers will be notified that updates are resdy to be downloaded. | |[f}you have selected "4 - Auto download and sched |y, i be notified that updates are ready Lo be downloaded.
| Windows Game Recording and Breadcasting enabled on this computer. If the Do netinclude drivess with Windows Upcates Net configured Ne e install for your scheduled install ay and specifi | | sper going to Windows Update, users ean download and install | | |[Ehe instal” for your scheduled install day and specifi going dows U users can d and install
e Srvice b bt R i e e N s Bt ook aundi No schedule, you slso have the aption to kit updating | [yt ot updates. | |Jphedsie. youaiso have the option to it updating ] oy svsitable updates
Wi r e Wecarie ant ofthe fourop P s e N SO Nt cofiod it weekly, bi-weekly or menthly occunence, using the | |[freesy. bi-weekty or monthiy ocsumence,using the
Graup Palicy S r i otk Aiowatic Bk blok coniiaines e s below. 3= (Default setting) Dewnload the updates automatically bons below i= g the updates
] Windows Installer hions o sucotvinerut &4 wpaiater wis A toumalic Updetes: Sonkap ks - and notify when they are ready to be installed P and notify when they are resdy 1o be installed
‘Windows Logon Options 2= Motity before Mo auto-restart with logged on users for scheduled automat . Not configured No oy
3 Rights stall 2 Re- prompt for restart with scheduled installations Net canfigured Mo < > Windows finds updates that 3pply to the computer and | ¥ Windows finds updates that apply 1o the computerand |,
" Windows Media Player updates. Delay Restart for scheduled installstions. Mot configured Mo {
3 Windows Messenger R Reschedul u Net configured Ne oK Cancel { I appty | |
1 Windows Mobility Center that apply to this computer, users Configure suto-restart warning notifications schedule for v Mot configured Mo | }
 Windowrs PawerShell P e Update icy for Cart Restarts Mot configured Mo
" Windoss Reliabilty Analysi ;ud,;(.n b“erd:wmu;::;nﬂu Enable chent-sde targeting Net configured Mo
‘Windows Remate Management (WinRM G 10 WA b VSR
L g a o i dorrrioad aod ey Allow signed updates from an intranet Microsolt update ser.  Not configured No
B available updates. 2 Specify source service far specific classes of Windows Updat... Not configured No
i Wwckovs Secuizy spliy options For updste n Mot configrured Mo
Windows Update 3= [Detaut setting) v
< > !, Extended /, Standard
35 setting(s)
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View Help

You can do a lot within the edit group policy window S0

including:

_ Personalzation

Selectan item to view its description,  Setting State Co

|
3
2

« Limit the number of applications a user can install or access

z222ZZZZZ
88358773

« Disable the ability to use USB drives

* Restrict the settings a user can access and edit on the control
panel

« Set and restrict change of a computer wallpaper

Restrict access to the Edit Group Policy area to stop any other users
editing the settings

Return to the first view on the Edit Group Policy area and
select under Computer Configuration:

* Administrative Templates
* Control Panel

* Personalization

CyberCenturion | Educate, Challenge, Inspire Windows Advanced Cyber Security 9 ° 7
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To view what a setting is capable of and the requirements, click TR L Y - o %
on one of the settings on the right-hand panel to view or you
can double click, or right click and edit, on any of the displayed
options on the right-hand panel to be able to view the same @ Not Configured  Comment
description as well as change the settings. s

EI Do not display the lock screen Previous Setting Next Setting

() Disabled
1§ Local Group Policy Edtor —_ o % Supported on: At least Windows Server 2012, Windows 8 or Windows RT
Fie Acion View Hep
e 2m = Bml T ”
4/ Local Computer Policy " Personalization
e Do ot deplaythelockscreen  Seti Stte Comment Options: Help:
Windows Settings s 1] Forfle a specific default lock screen and logan image Mot configured Ne
v [ Administrative Templates . on Ne
it i A This policy setting controls whether the lock screen appears for
| Regional and Language Gpticns Windaws & or Windows RT L Ne USErS,
] User Accounts ey | Preflent ensbling lock screen shde show Mot cont No
Network This policy setting <ontrole whethes 1] Forle 8 specific background and accent color Mot configured No
Printers the lo<k screen appesrs for users. ] Forfle a specific Start background Mot configured No If you enable this policy setting, users that are not required to
Server
3 Sart Mienu snd Tasktr Nl mable oty Tt e press CTRL + ALT + DEL before signing in will see their selected
B + DL beforesigning m Wil - :
Windows Components bl e rspic bl tile after locking their PC.
All Settings. PC.
w L User Configuration : : 5 3 >
1 Softwace Settings this If you disable or do not configure this policy setting, users that
Wind Setti . . .
ot e i CTHL - AT 01 are not required to press CTRL + ALT + DEL before signing in will
sereen afterlacking their PC, They see a lock screen after locking their PC. They must dismiss the
st dismiss the lock screen using 2 R
touch th eyocar, by dnging lock screen using touch, the keyboard, or by dragging it with the
\. 7 mouse,

CyberCenturion | Educate, Challenge, Inspire Windows Advanced Cyber Security 9 °
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Under the User Configuration you can edit the settings for .
users on the device. Cyber Security fact: ) S
There are a lot more settings and options in these areas and
For example, under User Configuration: it is essential to ensure any users on a device has the correct
. Administrative Templates level of access to allow its use to be secure.

* Control Panel
« Add or Remove programs

You can edit the access a user has to view, edit, and access the
settings in the control panel.

4 Lecal Greup Pelicy Editor - a >
Eile Action Yiew Help

|l Am T

_ Add or Remove Programs.
Remove Add or Remove Programs  Setting
i) Specify default category for Add New Programs
g om CO-ROM or flappy disk” Optia.
" option

| Regional and Language Options

Desktop

] Network

] Shared Folders

| Start Menu and Taskbar

System
I Windews Companents
T, Al Settings

When enabled, this seting tokes
ver the other settings in

This sething does not prevent users
from using other tooks and methods
to install or uninstall programs.

CyberCenturion | Educate, Challenge, Inspire Windows Advanced Cyber Security 9 ° 9
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« Don't notify me when | make changes to Windows settings

User Account Control (UAC) helps prevent malware from * Never notify (Disable UAC) me when:

damaging a PC and helps organisations deploy a better-  Applications try to install software or make changes to my
managed desktop. computer

When you search for User Account Control Settings using » I make changes to Windows settings

the search programs area, you will open a window like below

and here you can see that | can adjust if | am notified when WM et Kl S .
applications try to make changes to my computer and/or if | e

make Changes to Settl ngs- User Account Control helps prevent potentially harmful programs from making changes to your computer.

Tell me more about User Account Control settings

There are different settings here: Always notify

Notify me only when applications try to make changes
to my computer (default)

. i i i ® Don't notify me when | make changes to Windows
Applications try to install software or make changes to my = e s
computer

+ Always notify me when:

+ I make changes to Windows settings -1-

+ Notify me only when programs try to make changes to my E @ Feommendel@ o iy
computer — this is the default setting
Mever notify
« Don't notify me when | make changes to Windows settings
 Notify me only when programs try to make changes to my
computer (do not dim my desktop) Gk || Concd |

CyberCenturion | Educate, Challenge, Inspire Windows Advanced Cyber Security 9 ° 10
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T Local Security Policy

Cyber Security fact: Fle acion e Hep

e nEm X2 HE

If you do not set this correctly or have this as disabling the sy e

5 A Account Policies
v [ Local Policies

UAC, you are not going to be notified when applications make " G it o

5 User Rights Assignment

changes to your computer and may give access to areas or , RS

> [] Windows Defender Firewall with Adve

files that you do not want freely available. The settings within s D P
> || Software Restriction Policies

a computer area there to protect the data and user and should i e SO
be set accordingly.

5 [ Advanced Audit Policy Configuration

To look further at the UAC, you need to open Local Security
Policy. Under Local Policies / Security Options, you can
see a long list of policies and the security setting appear on the
right-hand side. Scroll down the list to locate the user account
control policies.

Policy

] Netwark security: LAN Manager authentication level

] Network security: LDAP client signing requirements

(s Netwerk security: Minimum session security for NTLM S5P ...
4] Network security: Minirmurm session security for NTLM SSP ...

] Metwork security: Restrict NTLIM: Add remote server excepti..

L2y Network security: Restrict NTLM: Add server exceptions int...

1) Network security: Restrict NTLM: Audit Incoming NTLM Traf...

] Metwork security: Restrict NTLI: Audit NTLM authenticatio...
4] Network security: Restrict NTLM: Incoming NTLM traffic

(e Network security: Restrict NTLM: NTLM authentication in thi...
] Network security: Restrict NTLI: Outgaing NTLM traffic to ..

] Recavery console: Allow automatic administrative logon

L2y Recovery consele: Allew floppy copy and access to all drives...
(i) Shutdown: Allow system to be shut down without having ta..

[ Shutdown: Clear virtual memory pagefile

4] System cryptography: Ferce strong key protection for user k..

\ils| System cryptography: Use FIPS compliant algorithms for en...

] System objects: Require case insensitivity for non-Windows ...

1] System objects: Strengthen default permissions of internal s..

Ly System settings: Optional subsystems

i1y System settings: Use Certificate Rules on Windows Executab..,
2] User Account Contral: Admin Approval Mode far the Built-i...

[ User Account Controk Allow UlAccess applications to prom...

Loy User Account Control: Behavior of the elevation prompt for ...
2] User Account Contral: Behavior of the elevation prompt for ..

%] User Account Control: Detect application installations and p...

L2y User Account Control: Only elevate executables that are sig...

4 User Account Control: Only elevate UlAccess applications th..
] User Account Contral: Run all administrators in Admin Appr...

[ User Account Control Switch to the secure desktop when pr..

(s User Account Control: Virtualize file and registry write failure...

Security Setting &
Not Defined

Negotiate signing
Require 128-bit encrypti...
Require 128-bit encrypti...
Not Defined

Mot Defined

Mot Defined

Not Defined

Net Defined

Mot Defined

Not Defined

Not Defined

Mot Defined

Enabled

Disabled

Net Defined

Disabled

Enabled

Enabled

Disabled

Not Defined

Disabled

Prompt for consent for ...
Prompt for credentials
Enabled

Disabled

Enabled

Enabled

Enabled

Enabled ~

CyberCenturion | Educate, Challenge, Inspire
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There are 10 Group Policy settings that can be configured for When you double click or right click and select properties, you
User Account Control (UAC), and you will notice the American will open the window to enable or disable the setting. The pop-up
spelling of behaviour as behavior. window also has an explain tab, here you can read more about
» User Account Control: Admin Approval Mode for the built-in the setting before making changes.

Administrator account
User Account Control: Switch to the secure desktop when... 7 X User Account Controk: Switch to the secure desktop when... 7 X
* User Account Control: Behavior of the elevation prompt for — T
administrators in Admin Approval Mode G User Acoourt Contot: Swich tothe securs desktop when

J  prompting for elevation U;Accouri Control: Switch to the secure desktop when

| prompting for elevation

* User Account Control: Behavior of the elevation prompt for

fwmmmmmmmee&eumnmmm

standard users 2§j: 5 o e e s e r e
B |
The options are:
» User Account Control: Detect application installations and St ot M vt s ot e s
. op prompt vior policy settings for
prompt for elevation imeiartassnd andard s

|+ Disabled: All elevation requests go to the interactive user's
desktop. Prompt behavior policy settings for administrators and

» User Account Control: Only elevate executables that are et el
signed and validated

» User Account Control: Only elevate UlAccess applications
that are installed in secure locations

For more information about policy and related Windows

features, bee the Microsoft website.
* User Account Control: Run all administrators in Admin
Approval Mode Cancel | | ool Corcel | | o

* User Account Control: Switch to the secure desktop when For more information on the individual settings — click here.
prompting for elevation

» User Account Control: Virtualize file and registry write failures
to per-user locations

CyberCenturion | Educate, Challenge, Inspire Windows Advanced Cyber Security c ° 12
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Computer Management

We have looked at some of the areas of the Computer Management
area in the earlier guides. To open use the search programs area.

& Computer Management — [m] x
File Action View Help
|| B

A Computer Management (Local | name Actions

*:MiSycteii s & System Tools Computer Management (L.. &
(T) Task Scheduler B storage
Event Viewer
] Shared Folders

» ¥l Local Users and Groups|

(%) Performance
% Device Manager

~ 5 Storage

. More Actions
D& Services and Applications

= Disk Management
¢ Services and Applications

Adding a user

When you have a system that has one user you do not think
about the user settings and access permissions as we log on and
use the computer and log off. If there is more than one user that
is going to be accessing and using the device, then additional
security measures need to be put in place.

Imagine you have specific files that you have saved on your device
and use that for personal or work purposes. Do you want to allow any
user to access them? The answer would be on most occasions, no.

CyberCenturion | Educate, Challenge, Inspire
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Each user requires their own login credentials, folder structure
and security permissions and settings. All this can be done when
creating a new user.

There are two ways to add a new user:

Option 1
To add a new user, you need to open the Active Directory

Users and Computers area and right click on the user’s folder
and select New/User.

Forei rincipal:
5 () Managed Service Accour
ik B 0HCP Users

Delegate Control, Iming
Find...

New

Al Tasks
View
Refresh
Export List...

meDS-KeyCredential
msDS-ResourcePropertylist
Properties DS ShadowPrincipalContainer
Help malmaging-PSPs

MSMQ Queue Alias

Printer

User

Shared Folder

Create a new object..

Windows Advanced Cyber Security ° ° 13
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Within the window that appears you can then add the details of
the new user, their name, and their logon name.

5 ;j Createin:  jushlocal/Users

Pessword

Cordiom passwon

T Mew Object - User

fi [ User gust change passward a ned logon
(0] Uer cannct change password

] Passyeond never expres

[ Accgrt s dasbied

Frat name:

Last name: [Bogss

Full name: [loe Booza

User lagon name.

[Bowe ] [@hiocal

User lagon nams (pre-Windows 20001
[JosH

Cyber Security fact:
When you click next you can set the password for the new user If you lane the password as the password set when the
and that the user must change the password when they next logon. new user is set up, the person who set up the account can

then continue to access the new users account and make
any changes. This is not good practice for Cyber Security as a
« User cannot change password password needs to be private and only used by the user.

. Password never expires The admin user does still have the ability to reset this
password if required.

There are other options that can be selected:

« Account is disabled

CyberCenturion | Educate, Challenge, Inspire Windows Advanced Cyber Security ° ° 14
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When you click next, you are presented with the details of the & Computer Management Option 2

new user before selecting finish to finalise the new user set up. File Action View Help
e |25 o @] WhenyouopenComputer Management

B Computer Mamsgement (o] LOCALE the Users within the Local Users

.l Sptemiab and Groups area.
3 @TaskScheduler

| Event Viewer . .
e e > il Shared Folders Right click on the Users folder and select

q

New Dbject - User

o
v &l Local Users and Groups

W you cick frih, e g otpect il b crened » o NeW Usel‘ .
Full name: Joe Bloggs - | SErs
I L prsseen | Groups .
i > (@ Performance On the pop-up window, you can add the
i Device Manager )
v 88 Storage username, full name and set the password with
St ki the same settings as previous for ensuring the

> T4 Services and Applications

password is changed when first login occurs.

Mew User ? X
User name: |ib|DQQS |
Full name: |-Jne Bloggs |
Description | |
Password: |ooocoo.. |

Corfirm password: vevsencel |

User must change password &t next logon
User cannot change password
Password never expires

[ Account is disabled

Help Create Close

CyberCenturion | Educate, Challenge, Inspire Windows Advanced Cyber Security ° ° 15
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H | Active Directory Users and Computers = O X
RemOVIng auser ‘k Gnmeriicy Koragcocot File Action View Help
Option 1 Eie Acion View _Help es 2@ (0 XOOB Hm LeE Yk
When you open Computer Management . pdialolRCIEIN Y e ;:me Type Description 2
. . . I ter M t (L | b Administrator  User Built-in account fer ad...
locate the Users within the Local Users . Fiton dns =l e # Allowed RO... Security Group... Members n this group c..
Task Schedul = Elmmu - %Cer‘c Publish... Security Group... Members of this group ...
and Groups area. @ - C.E e i j < p. ! %CIoneableD... Security Group... Members of this group t...
3 g Event Viewer > 2] Domain Controllers 5 i i
. . . » & Shared Folders > [ ForeignSecurityPrincipal %Demed ROI?... Securfty Group... Members in this group c...
You will then have a list of users displayed v & Local Users and Groups > 5 Mansged Seice Acou| BOHCP A SecuryGrou... s hovead-
. . K = J 1 SErs Eecurm roup... EMPErs who Nave vie...
on the I’Ight-hand S|de.YOU can then r|ght e bt = 82 DnsAdmins  Security Group... DNS Administrators Gro..
. = | Groups eP... Security Group...  DMS clients who are per...
ClICk on any Of the users and SEleCt delete. » T- Performance %Dor Add to a group... signated administrato...
e Device Manager @Dor Move... workstations and ser...
~ 22 Storage B2 Dot : domain controllers i...
Option 2 = Disk Management 82 Dor ialniia domain guests
> Ty Services and Applications 82 Dor All Tasks > domain users
In the Active Directory Users and %E: Cut B oo
Delet zmbers o fS roup ..
Computers area, locate the user on the Bem T zmbers of this group ..
. . . . %Gro SRk zmbers in this group c...
list of options as seen in the image on the 2,60 properties ke .
. . . %K =mbers of this group ...
right, and right click and delete. % 5l @pol  Hel R .
Deletes the current selection.
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Creating a Group

In the same way as previous sections,
we have two options available to create
a new group.

Option 1

When you open Computer Management
locate the Groups within the Local
Users and Groups area.

Right click on the Groups folder and
select New Group.

CyberCenturion | Educate, Challenge, Inspire

A Computer Management
Eile Action View Help
ol AN 1o NERESN 1

_& Computer Management (Local
v [[’é System Tools
- @Task Scheduler
> @ Event Viewer
» @zl Shared Folders
~ & Local Users and Groups
| Users
| Groups
5> (R Performance
1 Device Manager
w ﬂ Storage
= Disk Management
> ::;3 Services and Applications

N~/

You can create the group name and select the users that will
become the members of the group.

Mew Group

Description:

Members:

(Group name:

Add...

Remove

Help

Create Close

Windows Advanced Cyber Security 9 ° 17
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Option 2
In the Active Directory Users and Computers area, select
the User folder. Click Action / New / Group.

Removing a Group

In the same way as removing a user you can remove a group from
the Computer Management view and the Active Directory
Users and Computers areas.

Here you can create the name of the group and the security levels.

MNew Object - Group

% Createin:  josh.local/Users

;&‘; Computer Management

File Action View Help

= | @I XER HE

on

Group name:

ccount for ad...

s of this group ...

Group name (pre-Windows 2000): = in this group c... & Device Manager ‘E:E‘Guests Guests have the same access as m..
| | e Whe have ad.. v {3 Storage B Hyper-V Administrators Members of this group have com...
: = Disk Management &‘HSJUSRS Built-in group used by Internet Inf...
G s who have vie... = : S ; ;
roup scope Group type 413 i > G Services and Applications & Network Configuratio.. Members in this group can have s...
ministrators Gro... -
ODomain lacd ©Security %‘Pen‘ormance Log L.Jsers Members of th!s group may sche...
o nts who are per... &/ Performance Monitor .. Members of this group can acces...
®global O pistribution ed administrato... 8 Power Users Power Users are included for back...
O universal ttations and ser... k Remote Desktop Users  Members in this group are grante...
iin il é_ErRemote Management... Members of this group can acces...
3 i &5 Replicator Supports file replication in a dom...
?n gusss %System Managed Acc... Members of this group are mana...
OK e € prevented from making ...
ed administrato... Add to Group...
%Enterprise K. Security Group... Members of this group ... All Tasks >
%Enterprise R.. Security Group.. Members of this group ... S
e
G Polic... S ity G . Members in thi
% roup Polic ecurity Group e.m. ers in this group ¢ o
oy Guest User Built-in account for gue...
%Key}\dmins Security Group... Members of this group ... SEupetics
82 protected Us... Security Group... Members of this aroup ... Help

= in this group c...

= of this group t...
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& Computer Management (Local
v m System Tools
3 @TaskSchedu\er
> @ Event Viewer
» | Shared Folders
~ & Local Users and Groups
| Users
| Groups
» (&) Performance

< 2>

Mame

&‘Ar( ess Control Assist...
&‘Administratws
k‘Backup Operators
%\Cryptographlc Operat...
%, Device Owners

*— Distributed COM Users
@- Event Log Readers

Description

Members of this group can remot...
Administrators have complete an..
Backup Operators can override se...
Members are authorized to perfor...
Members of this group can chang...
Members are allowed to launch, a...

Members of this group can read e...

Deletes the current selection.
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Shared folders

When you have more than one user using a device, they have
their own personal folder directory that they can save and access
files from. But what about a file or folder that all users need

to have access to? This is set up as a shared folder within the
Computer Management area.

Locate the Shared Folders area and select the Shares folder.

& Computer Management - ] >
File Action View Help

= xFl 6= HE &

=
= Computer Management (Local)| Share Name  Folder Path Type # Client Connections  Description Actions
v [} System Tools

& Device Manager
v £ storage
& Disk Management

>l Services and Applications

These are the folders at present that are set up as shared folders,
to view the settings on any of these folders, double click or right
click to view and edit the settings.

CyberCenturion | Educate, Challenge, Inspire

O oo naci I ADMINS  CAWINDOWS Windouws 0 Remote Admin S i
> ask >cheduler .
> [ Event Viewer e - W!ndﬂws = Detault =hare More Actions
il Shared Folders gD B Windows 0 Default share
i SES E\ Windows 0 Default share
& Sessions &llpcs Windows 0 Remote IPC
) Open Files
> &8 Local Users and Groups|
> (%) Performance

N~/

To add a new shared folder, you can right click on the right-hand
area where the list of shared folders is visible or right click on the
left-hand navigation bar on the folder Shares.

When you open this, you will activate a Create A Shared
Folder Wizard that will walk you through the set up easily.

Click next on the pop-up window and then select the folder you
wish to share through the browse button and click next.

Create A Shared Folder Wizard x Create A Shared Folder Wizard % |
|
Welcome to the Create A Shared Folider Path @
ify the path to the folder jant to share.
Folder Wizard ety o pe et ¢ = :
. This wizard helps you share a computer folder s that it can r |
[ be accessed by people on other computers in your network Computer name: | DESKTOP-JSICAGY }
?A or workgroup,
Windo "
o L T By Type the path to the folder you want to share, or cick Browse to pick the folder or 8dd a new
impact Windows Firewall and the security of your computer, folder.
Folder path: [0:\cyber Centurion [resmmey
Example: C:\Docs \Publc
Chek Mext to continue.
s Cace e
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You can add a description and edit the shared name before

clicking next and setting the permission status for the folder. Cyber Security fact:
You can leave it as read only so that the users can access but not It is important to only allow the correct level of access to
make any changes or give full access or customise further. files and folders to ensure the user cannot edit sensitive
Click finish to complete the set up. information as well as monitor version control. Version control
is where you save a file as a new version to ensure you are
Create A Shared Folder Wizard X | | Create A Shared Folder Wizard x aware of any updates to the document'
Name, Description, and Settings : Shared Folder Permissions 7
Specify how peaple see and use this share over the network. @7 :vt.snmhtym(mwd'm:m&emeﬁide(mdh\evdufacmssﬂmr @ o
Tmﬂ?ﬁmmtmﬂefwums.anmdfvhuwpmﬁemelhecmtemm Set the kind of permissions you want for the shared folder.
- ‘ s D P To stop the sharing of a file, locate the folder within the Shares
et || e e oA s S s o e area and right click and select Stop Sharing.
Description: ! (O Customize permissions
Offine settng: |Sdcdcdﬂesmd:~wmwdableuﬂ‘m Change... G,
By default, only share permissions are set on this folder. To control local access
permissions to this folder or objacts within the folder, didk Custom... and then modify the & Computer Management - [m] X
B B et File Action View Help
s | pEB6= HE
& Computer Management (Local ShareName  Folder Path Type # Client Connections  Description | Actions
<Back Cancel <Back Cancel v tlt-k éif)“_:;‘g:i;mﬂ GIADMINS  C:\Windows Windows 0 Remote Admin Shares -
) [ Fecer i T e g Mo :
Now when any user is logged in to their account, they will be able to e
. . . . . ofe (&) Performance
access this folder with the permission settings you have specified. A Dot o
Y ?@f r\?\.rgi:ac.ws Server Backug Refresh
_ % Disk Management Properties
» Fly Services and Applications Help
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Built in administrator account

You may have noticed that the list of users has an administrator
user, this is set up and disabled as default when Windows is set
up.An administrator user will have all permissions set to allow
full access and you could edit and add/delete any settings.
This could cause a security risk as well as editing something by
mistake that could stop the system from working as expected.
For this reason, the account is set as disabled and only through
the Computer Management area can you enable the user.

It is recommended to only enable the administrator user for the
period required and then disable to stop any errors being made
when using the user account by mistake.

To enable the user, locate the user from the list of users in the
Computer Management area and either double click or right
click and select properties.

CyberCenturion | Educate, Challenge, Inspire

File Action View Help

o pmXEEHE

& Computer Management (Local [ Name

Full Name

Description

Built-in account for administering...

v {5 Storage
= Disk Manag

?

X
<

¥ W Stem ok ¥ Administrator
(® Task Scheduler &
> [@] Event Viewer 2. Administrator Properties
, §) Shared Folders :
v ¥ Local Users and Groups % General | Member Of | Prof
Users -+
:' Groups - * Administrator
(&) Performance B ©
M Device Manager %

> f,j Services and Applications

De z Buitin account for administering the
‘computer/domain

User must change password
[] User cannot change password
Password never expires
[ Account is disabled

it is locked out

st next logon

Et..

|[Actions
Users

More Actions

Administrator
More Actions

STEM

v b v b

Untick the Account is disabled checkbox and click apply to
enable the user account for use.
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When a new system is set up there are numerous default settings . —_—_— —
. . . . . Active Directory Users and minsralor Inperes !

and these are set in line with the company creating the operating e s
systems own settings. Your needs as the owner of the computer |25 & O] PRemotecotol | Remote Desop Services Profle | COM-

. . .. — General  Address = Account  Profle  Telephones  Organization
or the devices may differ. It is important to understand the Hesr = g s

1 . i ministrator

settings and what should and should not be enabled and disabled. vl »
This will enable the system to be secure, used securely and > B Compuies | ot | nil: |

maintain its security to the needs of the user. » M FornSecurePingy ‘Liskimme:

|

] |

» || Managed Service Ac |
|

|

Display name:

| Users

Built-n account for administering the computer/dome

Remember an admin user will have full access to the system and Descrpton:
should be used only when required, to minimise the risk to the e
security and running of the system.

Telephone number: |

E-mail: |

You can also access the administrator properties of the user
through the Active Directory of Users and Computers.
Right click or double click the admin user to view and edit the
properties.

Web page: |

CyberCenturion | Educate, Challenge, Inspire Windows Advanced Cyber Security 9 ° 22




STEM

/7“\\\ LEARNING

NORTHROP >\/
GRUMMAN

Auditing The event categories that you can choose to audit are:

This section will look at the use of auditing in Windows to enhance ~ * Audit account logon events
the security and manageability of the network. Audit account management

. - Audit directory service access
What is Auditing

The aim of auditing settings is to identify attacks that are both *Audit logon events
successful and not, that could be a threat to your device and/or - Audit object access
network.

Audit policy change
For example, identifying successful and failed logins can help o
identify when a user has accessed their account to identify a * Audit privilege use
suspicious login outside of known logins as well as attempts to - Audit process tracking

hack into the account logged as failed attempts.
Audit system events
By default, all auditing tools are disabled when first installed

and if you are considering using these tools, they will need to be
enabled.
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How to enable/edit auditing policies
Open Local Security Policy by searching for in the program

search area.

Locate the Audit Policy within the Local Policies area.

As you can see from the image below, all the settings are disabled,
and no auditing is taking place as default.

f‘g, Local Security Policy
File  Action View Help

o= X= HE

fg Security Settings
» 4 Account Policies
~ 4 Local Policies
g Audit Policy
> g User Rights Assignment
» [[@ Security Options
» [ Windows Defender Firewall with Adve
| Metwork List Manager Policies
» [ Public Key Policies
5 || Software Restriction Policies
> || Application Control Policies
3 lg IP Security Policies on Local Compute
» ] Advanced Audit Policy Configuration

CyberCenturion | Educate, Challenge, Inspire

-

Policy

12z Audit account logon events

12z Audit account management
le| Audit directory service access
1 Audit logon events

15 Audit object access

12z Audit policy change

12 Audit privilege use

12 Audit process tracking

12 Audit systern events

Security Setting
Mo auditing
No auditing
Mo auditing
Mo auditing
No auditing
No auditing
Mo auditing
No auditing
Mo auditing

N~/

Let's look at one of the policies, Audit account logon events.
To access the settings, double click or right click and select
properties.

You are now presented with the options for this audit, to create a
log of success or failure attempts to login.

For security purposes you may want to just capture when a failed
attempt has been made and this may show when someone is
trying to hack into the users account.

Audit account logon events Properties ? s

Local Security Setting  Explain

_i' Audit aceount logon events
S L

Audit these attempts:
[ Success

[ Failure

This setting might not be enforced f other policy is corfigured to
é ovemde category level audit policy.
For more information, see Audit account logon events. (3921468)

Concst | [ ey
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Or you may want all to allow a trail of when the account was Under Windows Logs / Security you can view all data gathered
used in case a user’s account has been compromised and it can through the audit process.
then be seen when it was used outside the users own use.

There is an explain tab on the pop-up window also that offers
further guidance on the setting/policy to aid the correct use.

Actions

To view an audit, you need to open Event Viewer. b s | B2 o

You can create specific logs, view, and create a saved log and e [T Sy || 7 ot
create custom views on the main area. T s (R

plorer %
Management Servieq l = B Refresh
Lenava 3, Micros
Microscft Help
Genensl Details
e OpandSi Euent 5173, Mictosoft Windows secu. &
7] Windews Powershel ~ 4
h Subscriptions (Credential Manager credentials were read. J Event Properties
] Astach Task To This Event...

subiect
3 Copy k
Log Name: Secunty Tl Sove Seected Euents

G Refresh

Import Custom Yiew...
Connect to Ancther Computer...

View

G Refresh

H Hep

| Recently Viewed Nades

Name

<

[£] Windews Pawershell
4 Subscrptions
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Remote Desktop Services (RDS) How to enable/disable remote desktop services
To enable the remote desktop that is disabled as default, open
the Settings / System / Remote Desktop.

You will see the option to turn this on and off.

“~ Settings - o b4
@ Home Remote Desktop
Find a setting | Remote Uesktop lets you connect to and control this PC trom a remote Help from the web
A, 05 g macS, Yol o sl t wor rom anctner geice 3 s
s if you were working directly on this PC.
1 Display Enable Hemote Desktop @ Gethelp
@) o & Give feedback

99 Sound

What are remote desktop services L Notteaons &.acons Ceer accnunis

The use of remote desktop services allows you to connect to e '

and control the device from a remote your device from another R

. = Storage
through a remote connection. .
Tablet

=13 Multi-tasking

Why are they a security risk Y-

Let us consider what would be a security risk of having one T

. . . [ Clipboard
device controlling another. If you give remote desktop access to
- . . . > Remote Desktop
an additional device and that device is accessed, they then have Fal

access to not only the device they have accessed but also the
remotely connected device too.
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By clicking on the Select users that can remotely access this PC
you will see a pop up where you can add user details to add.

Remote Desktop Users X

The users listed below can connect to this computer, and any members of
the Administrators group can connect even if they are not listed.

I - o access.

Add... Remove

To create new user accounts or add users to other groups, go to Control
Panel and open User Accounts.

=

CyberCenturion | Educate, Challenge, Inspire

The file transfer protocol sets the rules for sending files over
the internet and on Windows by default is switched off if you
switch it on the files are transferred decrypted.

This is usually on port 21 and if you use this the firewall may
need to be enabled to allow it through.

Turning it on means sending files decrypted over the internet
which also poses the risk of being intercepted and read as they
are fully accessible without encryption.

This is usually on port 21 and if you use this the firewall may
need to be enabled to allow it through.
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You will then have a pop-up window with lots of Windows's
features to turn on and off by checking the relevant box next to

To access and enable the FTP services you need to open the )
the heading.

Control Panel / Programs / Programs and Features
Locate the folder Internet Information Services and click
the plus sign to open the folders within. The FTP server is one
option here to select as well as two folders within. To turn on

On the left-hand side select the Turn Windows features on
or off option.

B g & = add a tick to the checkbox next to the FTP Server.
« « 4 @ » ContwolPanel > Progiams > Pragrams and Features v | & | SearchPrograms and Feature »
onkrad Fapel o Uninstall or change a program Windows Features - D ><
” To uninstall a program, select it from the list and then click Uninstall, Change or Repair.
@ Tum Windows features on o
o Organise v v @ el f # 0
Name : Publisher Installed On  Size Version ~ Turn Windows features on or o
(¥ DriverSetupUtility Acer Incorporated 174082020 1.89MB  1.00.3026
FMacer Confiquration Manager sl Trmaraey ToKn 121 16 To turn a feature on, select its checkbox. To turn a feature off, clear its
(7% Acer Jumpstart Acer 12/03/2021 829KB  3.3.19180.100 2 :
BB adobe Acrobat DC (64-bit) Adobe 1471072071 S21MB  21.007.20089 checkbox, A filled box means that Drll]'f pEI’t of the feature is turned on.
(B Adobe Connect Adobe Systems Inc. 15/07/2021 28MB 202162764
[=]App Explorer SweetLabs 1210/2021 0.2134346 2 5 E 2 % =z
€ Avast Fee Antivins Avest Soltware 240072021 232487 [] | Active Directory Lightweight Directory Services h
(D Avast Secure Browser AVAST Software 14/10/2021 S96MB  940,12328.72 3
8 blender Blender Foundation 16/07/2021 639MB 2931 I:‘ Containers
L cCleaner Piriform 22/09/2021 585 Bt
ConceptD Palette Service Acer Incorporsted 17/08/2020 15.7MB  1.0.3018 I:‘ Data Center Brid ging
B ControlCenter Service Acer Incorporated 16/03/2021 03MB 4003019 ¥
[ Crumble 1.2.13 Redfern Electronics Limited 15/04/2021 435M8 1213 I:‘ Device Lockdown
3 Epson Event Mansger Seiko Epson Corperation 22/08/2021 481MB 3.11.0053
Epeon Scan 2 Seiko Epson Corporation 22/0872001 I:‘ Guarded Host
(B EPSON KP-5100 Series Printer Uninstall Seiko Epsan Corporation 22/08/201
@ Google Chrome Google LLC 08/10/2021 94.0.4606.81 I:‘ HYF'EF-V
@ inkscape Inkscape 16/07/2021 100
23 Intel(R) Ropid Storage Technology listel Corpovstion 16/04/2021 55M8 17261027 v Internet Ex PI orer 11
. Currently installed programs Total size: 4.52 GB - .
Y] 5t osns i = @ | Internet Information Services
=Rl FIP Server
] | FTP Extensibility
[ | FTP Service
W
L m [ | Weh Mananement Tools

Cancel
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Task Manager You can also see the users that are logged in on the Users tab

d th bei d.
The task manager is used to identify what is currently being run and see the memory being use

on the device as well as stopping applications or actions being
run instantly.

1% Task Manager
File Options View

Processes  Performance Users Details  Services

To access Task Manager search for it in the programs search area. R p—

User Status Memory

You can select More details to view the Process, Performance,
App history, Startup, Users, Details and Services.

> H Administrator (23) . 264.3 MB

1"+ Task Manager — O X

e, Server Manager

' Fewer details Disconnect

Mare details End task

CyberCenturion | Educate, Challenge, Inspire Windows Advanced Cyber Security ° ° 29




NORTHROP
GRUMMAN

Services

If you select the Services tab you are presented with the view
on the right:

Here you can view all the services running and stopped on the
device. You can right click to Start, Stop, Open Services
and Search Online.

If anything looks suspicious or you are unsure what it is there
for, do not just end the task as you may find it is an essential
tool for running the computer. Instead, right click and select

Search online. It will open a web browser and search for the
file and give you advice on what the process or application is.

CyberCenturion | Educate, Challenge, Inspire

1 Task Manager
File Options View

Processes  Performance Users  Details

P

Mame PID
L ADWS 2524
o BJRoutber

G ALG

S ApplDSwe

e Bppinfo

S ApphAgmt

«: AppReadiness
o App'ﬁ'Clienl
i BppXSve

o AudisEndpaintBuilder
S Audigsry

s Bud nstSV

4 BFE

o BITS

. Brokerinfrastructure

& BTAGService

. BthiosctpSec

& bthsery

wiry CAMEWC

4 CaptureService

+. CaptureService_423¢3
i chdhsve
0L chdhewe 4331

| Fewer details 55 Open Services

Services

Description

Active Directory Web Services
Allloyn Rowter Senvice
Application Layer Gateway Service
Application |dentity

Application Information
Appilrnhon Mnnagemenl

App Readiness

Micrazoft ﬂpp-'ﬂ." Client

AppX Deployment Service (ApplSViC)
‘Windows Audio Endpeaint Builder
Windows Audio

Activek Installer (AxinstSV)

Bass Filtering Engine

Background Intelligent Transfer Servi...

Background Tasks Infrastructure Ser...
Bluetooth Sudio Gateway Service
ANCTP service

Bluetooth Support Senice

Capability Access Manager Service
Capturebernce

CaptureService_423c3

Clipboard User Service

_Clinhoard lzer Seruice 43303

N7
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Status

Running
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Running
Stepped
Stopped
Stopped
Running
Stopped
Running
Stopped
Running
Stopped
Running
Stopped
Stopped
Stopped

_Stanner

STEM

Group
LocalServiceM..,

LocalSenaceM..
neksves

netsves
AppReadiness

WiappH
LocalSysternhl...
LocalbenaceM..,
A nstSNGroup
LocalSenaceM..,
neksves
DeamlLaunch
LocalSeniceM..
LocalService
Localhennce
apprmodel
LocalSenace
LocalService
ClipboardSve...

_ClinknardSuc
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How to stop a running service

When you first open Task Manager, you are presented with a
list of running applications. You can simply click on and select
End Task to stop the application or action running. If you select
More details, you can access the process and services tabs
that are running and use right click and end task to terminate
the selected process or service.

As previously mentioned, if you are unsure, it is best to right
click and select Search online, to be sure before ending a
process, application or service that is essential to the running
of the device.

Cyber Security fact:

If something looks suspicious or is using a large amount
of memory, it is worth investigating to ensure it is not a
malicious service running on the system

CyberCenturion | Educate, Challenge, Inspire

1% Task Manager

File Options View

Processes  Pedformance App history  Startup  Userss  Demails  Senvices

Hame Stertus
Apps (Y]
> Adobe Acrobat NC
€ Google Chro
End bazk
G Microsoft Ou Resource values
B Microsolt Te Provide feedback
u Microsoft Wi Create durmp file
[ sestings G to details
& Slack (3 Cpen file lacation
Search online
= Task Manage :
Properties
11 Windaws Expiorer
Background processes (117)
B Accsd
> ] ACCSwe
< nil
Fewer details

3%
CPU

0%
0e%
0%
3%
0%
0%
0%
0%

0%

0%

0%

N7
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58%

Memory

16.7 ME
8351 ME
181.2 ME
188.3 ME
180.2 ME

o ME
144,7 ME
26.7 ME

9.0 ME

9.5 MBE

0.1 MB

0%
Disk

D MEfs
0.1 MBS
0 MEBSs
0.1 MBS
DME/s
D MBS
0 MBS
0 MEB/s

DMESs

0 MBS s

0 MESs

STEM

0%

MHetwark

0 Mbps
0 Mbps
0 Mbps

0.1 Mbps
0 Mbps
b Mbps
0 Mbps
0 Mbps

0 Mbgs

0 Mbps
0 Mbps

L

>

End task
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Useful links

« https://www.ncsc.gov.uk/guidance/mitigating-malware-and-
ransomware-attacks

« https://www.ncsc.gov.uk/section/advice-guidance/all-topics

« https://docs.microsoft.com/en-us/windows/security/threat-
protection/
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