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CyberCenturion Interactive Demo: Teacher Guide

Thank you for downloading the CyberCenturion Interactive Demo!

This demo has been put together to give you and your students and idea of what taking part in the
CyberCenturion competition involves. The demo provides a virtual environment like those that will be used
during competition rounds and allows teams to tackle a range of basic security problems.

This Teacher Guide will walk you through the main features of the demo, teams are then free to explore the
available features of the virtual computer system and attempt to fix the security issues they find. Please
consult the README before use. The README.txt file within this folder contains more information on the
demo and the system requirements as well as some common errors you may encounter.

The second part of this guide walks you through some of the tasks in the demo and how to score points. It
is not a full walkthrough but hopefully will point you in the right direction of further tasks!

Starting the demo

1. You must extract the demo before use. The demo may appear to work without extracting but you
will run into issues and errors!

2. There are two versions of the demo available to use: a full-screen demo and a windowed version.
Other than the size of the window they are both otherwise identical.

3. When you start the demo, you will see the user login screen below.

acruz

Welcome

4. You will then be asked if you would like to start the tutorial. If this is the first time you are using the
demo, we strongly recommend that you follow the tutorial.

5. After finishing the tutorial, you will be asked to enter the 12-character unique identifier. Take care
when entering characters such as O and 0!

6. If you wish to revisit the tutorial at any point, use the Tutorial desktop shortcut.
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Explore the demo

1. The first thing you should do after completing the tutorial is to open the README. This can be
found on the desktop (this is a different README to the one in the folder you have downloaded).

2. Inthe CyberCenturion competition the README is a very useful document. The README provides
hints and tips on what to look for on the computer system you are tasked with securing. The
README also includes any rules that the system administrator has put in place such as password
policies, authorised users and authorised software.

3. The scoring report (found on the desktop) provides an overview of the team’s score. Included in
the report is a score total and a breakdown on each of the current vulnerabilities that has been
found. Be careful! It is possible to lose points for making changes to the system that make it less
secure.

4. Forensics Questions are used throughout the CyberCenturion competition. These questions can be
found on the desktop. The objective of the forensic question will vary from computer system to
computer system but all of them will require you to explore the system in one way or another to
uncover the answer. Be careful! Forensic question answers are case and spelling specific so take
care when entering the answer.

5. It's now time to explore the computer system! The tutorial can be used to provide some further hints
and tips on which areas of the computer to explore. Good places to start are the control panel
and the file explorer.

Walkthrough

We are going to start by looking at the README as this contains clues on where we might find the security
vulnerabilities.

From the README we can pick out the following information:

1.
2.
3.
4.
5.
6.

The default web browser should be Microsoft Edge but Firefox must also be installed on the system.
There are no critical services.

All user accounts must be password protected.

Non-work-related media files are prohibited.

Hacking tools are prohibited.

We can also see a list of authorised administrators and authorised users, with their password, if
applicable.
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Removing malicious software

We will start with checking if there is any unauthorised software on the computer.

1. Open the start menu and the control panel.

= B

Control Panel mnformation

D Documents
A Pic

2. Select ‘Programs and Features’
a. Note: In a full image you will be able to explore all the features of the control panel. For the
purposes of the demo only 'Administrative Tools’, ‘Programs and Features’ and ‘User
Accounts’ are accessible.
3. We can now see a list of installed programs.

Control Panel Home Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
View Install Updates

Turn Windows features on oroff ~ Organise

Name Publisher Installed On Size Version
W Java 8 Oracle Corporation 10/17/2020 163 MB 8.0.0
@ Mozilla Firefox 54.0.1 Mozilla 8/28/2020 88.7 MB 54.0.1
= Strange Tool 1.0.0 Unknown 9/21/2020 1.1 MB 1.00

4. Remember, the README gave us some information on what programs and features are allowed on
the computer. Firefox is required. ‘Hacking tools’ are prohibited. There are no other essential
services.

5. With this in mind, we should remove the ‘Strange Tool 1.0.0°, as it’s not clear what this is, and it

may be a malicious piece of software.

Select ‘Strange Tool 1.0.0’ and then press ‘Uninstall’.

You should now receive some points. Congratulations! You have made the first change to

secure the system.

6.
7.
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What happens if we remove ‘Mozilla Firefox 54.0.1°?

If we remove Mozilla Firefox in the same way, we will lose points! The README tells us that Mozilla
Firefox is an essential service, so we should not remove it from the system.

What happens if we remove ‘Java 8’?

Nothing! There are no essential services other than Mozilla Firefox and Microsoft Edge, so you won'’t be
penalised for removing Java 8. You also won’t score any points, as Java 8 is not a malicious piece of
software.

Establishing good security policies

We will now look at how we can make sure the security policies in place are suitable.

1. Go back to the control panel and select ‘Administrative Tools'.

2. Only one option is available to us in the demo, that’s ‘Local Security Policy’. Select it.

3. Security policy settings are the backbone of much of the security of the computer system you are
working with. In the demo we are just going to look at Password Policy but there is lots more to
explore and become familiar with!

:ﬂ Local Security Policy
File Action View Help

4 Security Settings

MName Description
4 Account Policies .
Local Palicies 4 Password Policy Password Policy
a -
i Account Lockout Policy Account Lockout Policy

“4 Windows Defender Firewall with,
3 Network List Manager Policies
4 Public Key Palicies

~3 Software Restriction Policies

4 Application Control Policies

4 IP Security Policies on Local Con
3 Advanced Audit Policy Configura

| I
I

4. Select ‘Password Policy’.

www.stem.org.uk/cyber-centurion




N7
7\ LEARNING

6.
7.

STEM

3“ Local Security Policy X
File  Action View Help

4 Security Settings

i . Policy Security Settings
4 Account Policies
4 Local Policies .1z, Enforce password history 0 passwords remembered
“§ Windows Defender Firewall with, <« Maximum password age 0 days
3 Network List Manager Policies << Minimum password age 0 days
4 Public Key Pdlicies g, Minimum password length 0 characters
“4 Software Restriction Policies s, Password must meet complexity requirements Enabled
“4 Application Control Policies .z| Store passwords using reversible encryption Disabled

4 |P Security Policies on Local Con
=; Advanced Audit Policy Configura

1 ]
I

A good password policy has numerous features and you will be familiar with many of them — think of
the restrictions that are in place when you create a new account on a website!
We are going to look at the ‘minimum password length’ policy. Select it.

We can see that currently there is no minimum length required for passwords. This is a bad policy!
The longer the password the harder it is to guess!

Minimum password length Properties X

Local Security Setting Explain

j Minimum password length

Must be at least:
0 characters

0K Cancel Apply
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These days, hackers can use software to ‘brute force’ (automatically work through every possibility)
and ‘crack’ a password in no time at all if a poor security policy is in place. Typical times it might
take a hacker can be seen in the table.

Password length Time to crack

4 characters Instantly
7 characters 6 minutes
10 characters 5 years

8. Set a minimum password length of 10 characters. Whilst the longer the password is the better, we
also need to strike a balance between security and user friendliness — if a password is very difficult
to remember a user may be tempted to write it down somewhere and this is bad practice!

Setting a suitable password length is just one of the aspects of a good security policy, we should
also consider things such as minimum and maximum password age and whether a password
history is enforced.

We are not going to explore these in the demo. However, the CyberCenturion resources provide

more information and the answer key gives specific guidance on good policies to enact in this
demo.

Checking authorised users

The README tells us which users are authorised to use the computer and of those, which are authorised
administrators. Let’s look to see how this compares to the current situation.

1. Once again open the control panel. This time, select ‘User Accounts’.

[=Z] All Control Panel Items X

[All Conwrol Panel Items > User Accounts > |

Control Panel Home

#¥ Change User Account Control settings
] acruz
%% Manage User Accounts Local Account

Administrator
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2. Select ‘Manage user accounts’. We can now see a list of current users.

3. One of the first things we should look at is comparing the list of authorised administrators to the list
given in the README.

4. We can see that ‘savitar’ is currently an administrator, however, the README tells us they should
be a normal user!

5. Select the ‘savitar’ account.

6. Select ‘change the account type’

Choose a new account type

savitar

Local Account
Administrator
Password protected

[ Standard

Standard account users can use most software and change system settings that
do not affect other users.

! Administrator

Administrators have complete control over the PC. They can change any settings
and access all of the files and programs stored on the PC.

Change Account Type | | Cancel

7. Change the account type to ‘Standard’. Confirm the change by pressing ‘Change account Type’
8. Congratulations! We have just taken another step to securing the system and scored some more
points.

There is lots to unpick within the User Accounts section! We will look at one further element and
leave it to you to explore the rest.

1. The README gives us a list of current administrator passwords, we can see that the password for
‘jwells’ is currently ‘quick’. This is not a secure password!

Select the user ‘jwells’ and then select ‘Change the password’

We now need to set a new, secure password that is inline with the current policy.

Set a secure password of your choice.

Congratulations, we have taken a further step to securing the system and scored some more points!

arwN

Removing unauthorised files

We will now look at how we can remove unauthorised files on the computer system. For this we will use the
‘File Explorer’ rather than the control panel. You will likely be familiar with the file explorer. The file explorer
is a way of viewing, moving, and accessing the files on a computer.

1. Open the file explorer by selecting the shortcut on the taskbar.

2. The README tells us that non-work media files are unauthorised. We will explore the ‘Documents’,
‘Downloads’, 'Music’, 'Pictures’ and ‘Videos'.
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M Administrative Tools

"l This PC >

Quick Access
,. Desktop

= Documents AN
. Desktop —= Documents Downloads

. Downloads
= Pictures
™ this PC . -

" Deskiop ﬂ) Musi i
usic B Pictures
= Documents | ‘
.- Downloads
D Music
= Pictures
_ & Videas &= Local Disk (C}) DVD Drive (D:)
2. Local Disk (C:) - -

Not all vulnerabilities are sc

3. Inthe ‘Music’ folder we can see ‘Interesting LoFi Music’. From the filename it is safe to assume this
is non-work related, so we should delete it.

"‘ Music

% ThisPC > Music >
Quick Access Name Date modified Type Size

3 Deskt
i DESKIop % Interesting LoFi Music 8/23/2018 8:55PM  MP3 3.7MB
= Documents

Downloads
= Pictures
B This PC
" Deskiop
“= Documents
.- Downloads
D Music
& Pictures
= Videos
2. Local Disk (C:)
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4. Right-click the file and select ‘Delete’. Congratulations, you have just earned some more points!

Answering forensics questions

Forensics questions are an important part of every CyberCenturion image and should not be ignored!

1. Open ‘Forensics Question 1’ on the desktop. The first part of the file tells us how to use and answer
the forensics question. Scroll down to find the question we need to answer.

2. The question tells us that Leonard Snart has obtained critical information on how to stop Flash and
stored it on his desktop. Flash needs to know where the information came from.

3. Leonard Snart is the user ‘Isnart’. We can’t log in as ‘Isnart’ but because we are logged in as an
administrator we can see Leonard’s files!

4. Use the file explorer to navigate to Isnart’s desktop: Local Disk (C:)/Users/Isnart/Desktop

5. We can see the ‘Cold Research’ file on the desktop. Flash needs to know who created the file. To
find this out, right click the file and select ‘Properties’ and then the ‘Details’ tab.

6. This has revealed the information Flash is looking for! We can see that the owner is ‘cramon’.

This PC > Local Disk (C:) > Users> Isnart> Deskiop

Name Date modified Type Size
BCOId Research 9/9/2020 3:09PM Text File 1KB
b
Cold Research Properties X

Property Value
File

3 Name Cold Research.ba
Type Text Document
Folder path C'UsersilsnariDeskiop
Size 0 bytes

Date created  12/22/2021 11:37AM
Date modified 12/22/2021 11:37 AM
Aliribiies A

. Crmer cramaon

"') Computar Compuer

oK Cancel || Apply |

www.stem.org.uk/cyber-centurion




>\/<STEM

22

LEARNING

7. Enter this in the answer space provided in the Forensics Question 1 file. Be careful! Answers must
be spelt correctly and in the correct case.

Leonard Snart, aka Captain Cold, has obtained critical
information on how to stop Flash and has stored it on his
Desktop in a file named "Cold Research." Flash suspects
one of his team members created the document.

Can you help the Flash find the owner of this document?

( EXAMPLE: ballen )

Answer: "cramon ‘ Submit

We’ve now explored the main elements of the demo image and are well on our way to scoring 100 out of
100! Take the time to explore the rest of the image and find the rest of the security vulnerabilities. In the
CyberCenturion competition rounds you must work against the clock to secure as many elements of the
system as possible, in the demo you have as much time as you need!

Remember to come back to the demo README to make sure that the changes you make to the
system are in line with the policies set!

Good luck!

Note: The CyberCenturion demo image features an answer key (found in the README). The answer key
contains a full list of all the vulnerabilities that can be found and corrected, check it out if you get stuck!
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