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INTERNET OF THINGS STUDENT FACTSHEET

— gateway and
network layer

Gateways are responsible for routing the processed data, ensuring it reaches the right
location for use in applications. It is a combination of network technologies working
locally and globally using a range of protocols such as:

m Wi-Fi

m Z-wave

m LoRaWAN

m Near-Field Communication (NFC)
m Bluetooth Low Energy (BLE)

Options are chosen based on many factors, including bandwidth, topology (point-to-point / star / mesh), power
consumption, range, security and cost.

A list of common technologies and protocols is provided here:
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Bluetooth Low Energy (BLE) '
— low-power WPAN technology designed for healthcare, :
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fitness, home security, entertainment etc. BLE can be star

or mesh networked with Bluetooth mesh networking. Light-Fidelity (Li-Fi)

— wireless communication technology similar to the Wi-Fi
standard, but using visible light communication. Short
range (cannot penetrate walls).

W Range: 50-150m (Smart/BLE)
W Data Rates: TMbps (Smart/BLE)

QR codes and barcodes

- machine-readable optical
tags that store information
about the item to which
they are attached.

Radio-frequency identification (RFID)
—technology using electromagnetic fields to read data
stored in tags embedded in other items.




Near-field communication (NFC)
— used in contactless payments and for sharing content
between mobile devices in very close proximity.

W Range: 10cm
W Data Rates: 100-420kbps

Wi-Fi
— widely used technology for local area networking where
devices communicate through a shared access point.

B Range: Approximately 50m
W Data Rates: 600 Mbps maximum
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— Communication protocol providing short-range, low-
latency data transfer at rates and power consumption
lower than Wi-Fi. Used primarily for home automation.

W Range: 30m
W Data Rates: 9.6/40/100kbit/s

4G mobile
— the fastest mobile device network carrying voice and data.

B Range: 35km max for GSM; 200km max for HSPA

m Data Rates (typical download): 35-170kps (GPRS), 120-384kbps
(EDGE), 384Kbps-2Mbps (UMTS), 600kbps-10Mbps (HSPA),
3-10Mbps (LTE)
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LoRaWAN

1
1
1
]
1
1
1
1
1
LoRaWAN i
— wireless communications using Low Power Wide Area :
Network technology. :
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B Range: 2-5km (urban environment), 15km (suburban i
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environment)
B Data Rates: 0.3-50 kbps

—variant of the Wi-Fi standard for point-to-point
communication, eliminating the need for an access point.
Similar range and data rates to standard Wi-Fi.
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ZigBee

— communication protocols for personal area networking
based on the IEEE 802.15.4 standard, providing low power
consumption, low data rate, low cost, and high throughput.




